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LT Assessment for SUSE
Chapter 1 — Architecture

Controlling access to information and data on a network is critical to ensure the
confidentiality and integrity of intellectual property in an organization. To
mitigate risk or to reduce the potential for loss of intellectual property, security
controls are implemented on networks. Controls also provide accountability for
individuals accessing sensitive information through access control mechanisms
and auditing. These controls must be in accordance with and accurately represent
the organization’s security policy. Security assessment is performed to ensure that
controls are in compliance with the security policy.

LT Assessment for SUSE is a software application that can be used to perform a
security assessment on Novell’s eDirectory networks.

LT Assessment for SUSE can be used to:

O Determine the current state of security controls defined on the network to
ensure compliance with security policies.

O Identify eDirectory/SUSE/NetWare Directory Services (NDS) vulnerabilities
that pose significant threats to an organization.

O Provide administrators with disk utilization analysis reports to help manage
data stored on the network.

This chapter will focus on eDirectory and LT Assessment for SUSE terms and
concepts.
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Terms and Concepts

Understanding important network or systems management terms and concepts is
the first step toward using LT Assessment for SUSE most advantageously.

The following are eDirectory terms:

O

eDirectory — Highly scalable, high performance, secure directory service
created by Novell, Inc. The eDirectory can store and manage millions of
objects. It is also used to control access to network resources and build
relationships between those resources.

Objects — Represent network entities such as users, groups, file servers, and
printers. The NDS eDirectory tree is made up of objects.

Object Attributes — All objects contain a list of attributes. Each attribute
contains information about the object. Objects are classified based on their
attributes. Some objects are classified by the number of attributes they
contain.

Users — A class of objects with specific attributes in the eDirectory.
Example

Every individual in an organization is associated with a user object that
identifies that individual. Users will log in to the eDirectory to access
resources in that directory.

Groups — A class of objects that contain user objects as members.
Example

If a group is assigned rights to a specific resource in the directory, all users in
that group automatically have access to that resource.

Containers — A class of objects that contain other objects.
Example

Examples of container objects in the eDirectory include:

= Country

= Organization

= Organizational Unit

The root of the directory or top of the directory tree is created by default when
SUSE/NetWare is installed.
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File Servers — A class of objects that denote file servers in the tree. File
servers host most of the resources that are shared by other objects.

VVolumes — Storage objects that represent the SUSE/NetWare file system.
Volumes are associated with file servers. Rights can be assigned for users or
groups to any file or directory.

Trustee Assignments — Specific SUSE/NetWare rights assigned to trustees
of a resource in a directory.

Directory Name Context — An object’s name context represents its position
in the NDS eDirectory tree. The context is a list of containers separated by
periods. This list of containers traces the object’s path back to the [Root].
NDS eDirectory locates an object by its path from the [Root].

The following terms are used in the LT Assessment for SUSE application:

O

O

O

Network Scan — Specifies the scope of data to be collected from the
eDirectory.

Job — Schedules a network scan to collect eDirectory or file server data and
records this information to a database.

Rules — Type of query to be used for reporting specific eDirectory attributes,
from the database. It hides eDirectory complexities from the end-user
ensuring user-friendly reporting capability.

Examples

The following list includes examples of rules:

= Query users that have never logged in

= User’s password minimum length less than five
= Users that do not require a password to log in

Statements — Consists of multiple rules and allows for the creation of
complex queries for granular reporting.

Examples

Statement: Users not logged in for last sixty days

Rules associated with this statement are:

1. User last login date is not in the last <60> days [AND]
2. Users that are not disabled
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O Report Query — Contain the statements needed to query the database for
specific information. It defines the format as well as the output for the report,
such as printer, file, and e-mail.

O Reports — The process of running a Report Query to retrieve an output.

O LT Assessment for SUSE console — This console is launched with LT
Assessment for SUSE and used to configure, manage, and report on security
assessments for Novell’s eDirectory.

O Assessment Categories — LT Assessment for SUSE includes the following
assessment categories based on the data set of information collected from
eDirectory:

User Assessment — Collects data and reports on user objects in the
eDirectory. Some of the reports that can be generated in this category
include:

e Users that have no login activity for a specified period

e User accounts that do not require a password

e User accounts with security equivalences equal to administrator
e Trustee assignments on sensitive files and folders

Group Assessment — Gathers information on group objects. Some of the
reports that can be generated in this category include:

e Listing of user members for all groups
e Group trustee assignments
e Group summary information in eDirectory

Container Assessment — Collects data on eDirectory container objects.
Some of the reports that can be generated in this category include:

e Incorrect intruder detection settings
e Object summary information
e Container trustee assignments

Volume Assessment — Collects and reports on volume utilization. Some
of the reports that can be generated in this category include:

e Available disk space on specific volumes

e Summary of disk space utilization on volumes
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File Assessment — Collects information about files and folders on file
servers in the network. Some of the reports that can be generated in this
category include:

e  Which users occupy the most disk space

e  Which directories host the largest files on the network

¢ Files that have not been modified over a specified period of time
e  Which users store MPEG, MP3, AVI or other file types

Profile Assessment — Collects all the information needed for a user to
log in. Some of the reports that can be generated in this category include:

e Object entry rights
e Profile creation modification

Application Assessment — Controls whether network and server
applications are available to users. Some of the reports that can be
generated in this category include:

e Application creation modification
e Applications marked for install only
e Applications marked to run once after install

Template Assessment — Contains a template of a user’s account
information allowing you to create multiple accounts with common
characteristics. Some of the reports that can be generated in this category
include:

e Template users security equivalent to administrator
e Template user with grace logins set to more than five
e Template users with minimum password length not defined

File System Trustee Assignment — Collects all the trustee assignments
on SUSE/NetWare servers in the network. Some of the reports that can be
generated in this category include:

e File system trustee report — Grouped by files
e File system trustee report — Grouped by server
e File system trustee report — Grouped by trustee

e File system trustee tabular report
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Use LT Assessment for SUSE to access the eDirectory

LT Assessment for SUSE can be installed on a single workstation or multiple
workstations. Once installed, you can then use the LT Assessment for SUSE
console to create a scan capturing assessment data from your eDirectory and
SUSE/NetWare file servers. The assessment data is collected and stored to a
database. You can then access the data locally or remotely and generate a report
from any workstation.
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To successfully configure LT Assessment for SUSE to collect and report on
eDirectory assessment data, perform the following steps:

1.

Setup a network scan to scan the eDirectory for all assessment categories,
such as User Assessment, Group Assessment, Container Assessment, Volume
Assessment, File Assessment, Profile Assessment, Application Assessment,
and Template Assessment. These scans will determine the area of the
directory to be scanned as well as the scope of each scan.

Build report queries to report on the organization’s security assessment
requirements as per security policies. LT Assessment for SUSE ships with
several report queries that can easily be used or serve as templates to create
complex queries. Samples of existing report queries include:

= User Assessment Report Queries
e Disabled user accounts
e Users security equivalent to administrator
e Users with grace logins set to less than two
= Group Assessment Report Queries
e Group summary reports
e Inheritance mask
*  Volume Assessment Report Queries
e Free disk space available on volumes
e Purgeable space on volumes
e User space restrictions on volumes
= File Assessment Report Queries
e File information grouped by folder
e File ownerships
e Hidden files
= Container Assessment Report Queries
e Inheritance mask
e Property rights

e (Container object summary report
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= Profile Assessment Report Queries
e Profile creation modification
e Object entry rights
= Application Assessment Report Queries
e Applications marked for install only
e Application creation modification
= Template Assessment Report Queries
e Template group membership
e Template user with grace logins set to more than five

e Template users with minimum password length less than five
characters

= File System Trustee Assignment
e File system trustee group by file folder
e File system trustee group by server
e File system trustee group by trustee

Requirements such as how your report is displayed (email, printer, or file) and
exported (.XLS, .DOC, or HTML) must be selected.

3. Setup jobs to run network scans and the associated report queries. Jobs can be
scheduled to run during off peak hours and the process can be completely
automated.

Every time a job runs, a new table is created in the database allowing reports to be
run anytime on data collected from earlier scans. This could prove invaluable for
forensic analysis and investigation on the network. As the data has already been
collected, security administrators need not rescan the network every time they
need a report.

The design allows for a single job to run multiple network scans as well as
multiple report queries. This means that data can be collected and reported across
multiple eDirectory trees in the enterprise.
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Chapter 2 — Installing LT
Assessment for SUSE

Overview

This chapter contains instructions for installing LT Assessment for SUSE. This
application can only be installed on computers with a Microsoft Windows
operating system installed.

Installation Requirements

The minimum requirements for installing SP1A on a Windows workstation or
server include:

O One of the following operating systems:

*  Windows 2003/2008

=  Windows XP

*  Windows 7
O Novell Client 4.9x or higher for Windows
O 256 MB of RAM recommended

Network scans can only be performed on Novell SUSE-OES/NetWare file
server’s version 4.x and later.
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Installing LT Assessment for SUSE

To install LT Assessment for SUSE on a server or workstation, complete the
following steps:

1.

Insert the LT Assessment for SUSE CD into the CD drive of the server or
workstation.

If Autorun is enabled, the LT Auditor+ Assessment for NetWare Setup will
prepare the InstallShield Wizard. If Autorun is not enabled, execute Setup.exe
from the root of the LT Auditor+ Assessment for NetWare CD.

The InstallShield Wizard displays a Welcome message. Click Next to
continue.

InstaliShield Wizard

Welcome to LT Assessment for SUSE

The InstallShield® “Wizard will install LT Assessment for
SUSE on your computer. To continue, click Next.

Cancel
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4. The License Agreement screen displays. Scroll down to read the entire license
agreement. Click Yes to accept the terms of the agreement. If you click No, an
Exit Setup window will display. Click Yes to exit Setup. Click No to return to
the InstallShield Wizard.

InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

Press the PAGE DOWN key to see the rest of the agreement.

LT &uditor+ Assessment SoftwarelGeneral Software Subscription License Agreement

[ 2

READ THIS LICENSE AGREEMENT CAREFULLY. BY INSTALLING OR USING THIS
PRODUCT, OR FAILING TO RETURN THE SOFTWARE (DEFINED BELOW)WITHIN
TEN [10) DAYS PURSUANT TO THE PROVISIONS OF THE IMMEDIATELY
SUCCEEDING PARAGRAPH, YOU ARE CONSENTING TO BE BOUND BY AND ARE
BECOMING A& PARTY TO THIS AGREEMENT.

If you do not accept these terms and conditions, you must return this Software within ten
(10) days, together with proof of payment, to the place of purchase. You will receive a full o,

Do you accept all the terms of the preceding License Agreement? |If you choose Na, the
setup will close. To install LT Assessment for SUSE, you must accept this agreement.

< Back Yes No

5. The Information screen displays the Blue Lance contact information. Click
Next to continue.
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InstallShield Wizard

Information

Please read the following text.

BLUE LANCE, INC.
COMPUTER SECURITY SOFTWARE

LT Auditor+ Assessment for SUSE

I

Blue Lance, Inc.

410 Pierce Street,
Suite 303,

Houston, Texras 77002

Phone:  (713) 2565-4800

(800) 856-BLUE(2583)
Fax: (713) 6221370

\Web: wiww. bluelance.com

£

o =1Lt
nstalishield —

< Back

Cancel |
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6. The Customer Information screen displays. Enter your user name, company
name, and serial number. Click Next to continue.

InstallShield Wizard

Customer Information

Please enter your infarmation.

Please enter your name, the hame of the company for whom you work and the product
key. Please enter TRIAL as the key if you are installing a free trial version.

User Name:

|Monica Hamilton

Company Name:

|C-TREC

Serial Number:

InstallShield —

< Back | Next > I Cancel

N Note
If you entered a serial number, bypass step 7 and go directly to step 8.
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7. If you are installing a trial version of LT Auditor+ Assessment for NetWare,
enter Trial in the Serial Number field. The LT Auditor+ Assessment for
NetWare trial screen will display. Click Next to accept the terms and
conditions of this trial installation.

InstallShield Wizard
LT Assessment for SUSE

Please read the following terms about installing Free Trial Copy of LT Assessment for SUSE:

FREE TRIAL COPY [Mot for Resale).

This fully functional, unrestricted copy of LT Auditor+
Assessment is solely for your evaluation purposes.

This FREE TRIAL COPY of LT Auditor+ Assessment may
be installed on as many machines as you wish. Within 30
days of such installation, please contact Blue Lance or
vour reseller to purchase the appropriate license(s).

If you have any questions please contact Blue Lance, Inc.
as described in the Read Me file or in the Help/&bout Section.

Cancel
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The Choose Destination Location screen displays. If you want to save the files
to a folder other than the default destination folder, click Browse to select a
folder. Click Next to accept the default destination folder.

InstallShield Wizard

Choose Destination Location
Select folder where Setup will install files.

Setup will install LT Assessment for SUUSE in the following folder.

To install to this folder, click Next. To install to a different folder, click Browse and select
another folder.

- Destination Folder

C:AABlue Lance, Inc.ALT Assessment for SUSE Browse... I

Cancel I

< Back

The Start Copying Files screen displays the user name and company name
entered in the Customer Information window. It also displays the destination
path of the application. Click Next to begin the installation.
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InstallShield Wizard

Start Copying Files
Review settings before copying files.

Setup has enough information to start copying the program files. |f you want to review or
change any settings, click Back. If you are satisfied with the settings, click Next to begin

copying files.

Current Settings:

User: Monica Hamilton
Company: C-TREC

Target Directory:  C:\Program Files\Blue Lance, Inc ALT Assessment for SUSE
Thank you for choosing LT Assessment for SUSE.

Installshield —

< Back

Cancel
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10. The Setup Status screen shows the progress of the installation process. You
can click Cancel at any time to terminate the installation.

InstallShield Wizard

Setup Status

LT Assessment for SUSE Setup is performing the requested operations.

Installing: LT Auditor+ Network SUSE Service

) 10%

Cancel
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11. After all files have been copied and installed, the InstallShield Wizard
Complete screen displays. By default, the Yes, | want to restart my computer
now radio button is selected. Click Finish to restart your computer.

InstallShield Wizard

Inztall5 hield Wizard Complete

The InztallShield *Wizard haz successfully installed LT Audibar+
Azzezsment for Netware. Before vou can usze the program,
you must reztart pour computer.

¥ ez, | want to restart my computer now

= Mo, | will restart my computer later,

Remaove any dizks from therr drives, and then click Finigh ta
complete zetup.

< Back | Finizh I LCancel

I Important

. Before you can use the LT Assessment for SUSE software, you must
restart your computer.
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Modifying, Repairing, and Uninstalling LT Assessment
for SUSE

InstallShield Wizard provides a single method for modifying, repairing, and
uninstalling LT Auditor+ Assessment for NetWare on Windows machines. To
display the InstallShield Wizard, from the Control Panel window click
Add/Remove Programs — LT Auditor+ Assessment for NetWare —
Change/Remove.

Modifying LT Assessment for SUSE

Use the Modify option to add new program components. To modify LT Auditor+
Assessment for NetWare, perform the following steps:

1. From the InstallShield Wizard Welcome screen, click Modify — Next.

InstallShield Wizard

Welcome

Modify, repair, or remove the program.

Welcome to the LT Assessment for SUSE Setup Maintenance program. This program lets you
modify the current installation. Click one of the options below.

" Modify

Select new program components to add or select currently installed
il components to remove.

" Repair
ﬁ Reinstall all program components installed by the previous setup.
-

.....................

E@ Remove all installed components.
B

| Next > I Cancel

2. The Setup Status window displays showing the progress of the modification
process.

3. When setup is complete, the Maintenance Complete screen displays. Click
Finish to exit the InstallShield Wizard window.
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Repairing LT Assessment for SUSE

Files can become corrupted if they are accidentally modified. The InstallShield
Wizard Repair feature allows you to repair corrupted LT Auditor+ Assessment for
NetWare files.

To repair LT Auditor+ Assessment files, perform the following steps:

1. From the InstallShield Wizard Welcome screen, click Repair — Next. The
Setup Status window displays.

2. The InstallShield Wizard automatically finds and repairs corrupted files.
When the repair is complete, the InstallShield Wizard Complete screen
displays. By default, the Yes, | want to restart my computer now radio button
is selected. Click Finish to exit the InstallShield Wizard window and
automatically restart your system.

Uninstalling LT Assessment for SUSE

To remove LT Assessment for SUSE from a machine, perform the following
steps:

1. From the InstallShield Wizard Welcome screen, click Remove — Next.

2. The Confirm Uninstall window displays. Click OK to continue the process.

Confirm Uninstall

Do you want to completely remove the selected application and all of its components?

Cancel

3. The Setup Status window displays. When the Maintenance Complete window
displays, LT Assessment for SUSE is deleted. Click Finish to exit the
InstallShield Wizard window.
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Overview

Security assessment of a network is a process by which an audit is performed to
determine whether the configurations and settings are compliant with the security policies
and practices of the organization.

LT Assessment for SUSE allows you to perform a security assessment of your network
by capturing a snapshot of your eDirectory and NetWare servers and checking for
vulnerabilities.

In this chapter, you will learn how to use the LT Assessment for SUSE window to:

O

[ I o R o I

Create new scans and report queries.

Configure e-mail and database settings.

Create a password that allows you to lock and unlock the console window.
Create authenticated user profiles.

Generate reports.
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LT Assessment for SUSE

The LT Assessment for SUSE window consists of the following components:
1. Menu bar — Provides a variety of options that enable you to:
= (Create new scans and report queries.
= Copy, paste, and modify existing scans.
= Configure e-mail and database settings.
= (Create a password that allows you to lock and unlock the console window.
= (enerate reports.
= View the LT Assessment for SUSE help files and version information.
= Manage user authentications.

2. Standard toolbar — Provides a variety of options that enable you to configure the
LT Assessment for SUSE window.

3-2
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. Address bar — Allows you to connect to remote machines with LT Assessment for
SUSE already installed and deploy scans and report queries across multiple networks.

Category Shortcuts window — Displays the Network Scans and Report Queries
panes associated with the selected button.

. Assessment Category window — Lists the Microsoft Windows server or
workstation to which you are currently connected and contains the following
assessment categories:

User Assessment

Group Assessment
Volume Assessment
File Assessment
Container Assessment
Profile Assessment
Application Assessment
Template Assessment

File System Trustee Assignment Assessment

Calendar — Allows you to:

Create a new job
Review the status of your job
Delete or modify existing jobs

Review jobs previously run

The Calendar includes the following windows:

7.

Job Scheduler window — Allows you to schedule jobs or select a previously
existing job to review.

Calendar window — Allows you to:
e Select a specific date for your new job.
e Select a date to review existing jobs.

Task Status window — Displays the status of the selected job in the Job
Scheduler window.

3-3
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System  Edit Help |

@ Mew Scan BNew Report | I_-J [D Uﬁ X | ! Generate | Eﬁsa;tmgs iﬁTarget Profiles ﬁ Lock Consale | @‘
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@ Obiject Entry Rights - Report User Object Rights Tabula..  Screen

@ Property Rights - Repart User Property Rights Rep. Screen

@ User - Report User Creation Modification...  Screen

@ User Environment - Report Uszer Environment Tabular...  Screen

@ User group membership - Report User Group Membership R...  Screen

@ User Identification - Report User [dentification Report....  Screen

[T | K | o

If an assessment category is selected, the LT Assessment for SUSE window displays the
following sections:

O Network Scans — Allows you to create a scan by selecting a specific target profile.

O Report Queries — Allows you to modify existing report queries and create new
report queries for the assessment categories.

3-4




Using LT Assessment for SUSE

Displaying the LT Assessment for SUSE Window

To display the LT Assessment for SUSE window, select Start — Programs — LT
Auditor+ — LT Assessment for SUSE — Assessment Console.

Assessment for NetWare License Agreement Window

If you entered Trial in the Serial Number field during installation, the LT Assessment for
SUSE License Agreement window displays. From this screen you can, perform one of
the following tasks:

O Enter a license key and click the Apply License button. Click OK after the license key
is successfully registered. Next time the Assessment Console is launched you can
deselect the Show license key at startup check box to prevent the LT Assessment for
SUSE License Agreement window from displaying.

O Click Close to continue to evaluate the trial copy of LT Assessment for SUSE.
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Menu Bar

e e —
]i\ystem Edit Help

From the Menu bar, you can select the following options:
O System

O Edit

O Help

System
The options on the System menu allow you to:
Create new scans and report queries.
Configure e-mail and database settings.
Create a password that allows you to lock and unlock the console window.

Create user authentications.

O oo o o

Generate reports.

From the System menu, you can select:

New Scan — Displays the Scan Details window

New Report — Displays the Report Query window

Settings — Displays the E-mail and Database Settings window
Security — Displays the Setup a password window

Target Profiles — Displays the Target Profiles for Scans window
Generate — Runs a report based on the selected report query
Exit — Closes the LT Assessment for SUSE window

O Ooooo o
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Edit

Features on the Edit menu allow you to copy, paste, modify, and delete an existing scan
or a report query. From the Edit menu you can select:

O Copy — Copies network scans and report queries from one LT Assessment for SUSE
to a remote LT Assessment for SUSE

O Paste — Pastes network scans and report queries from one LT Assessment for SUSE
to a remote LT Assessment for SUSE

O Modify — Displays the window of the selected object, allowing you to modify that
object

O Delete — Deletes the currently selected object

Help

Features on the Help menu allow you to review the LT Assessment for SUSE help files
and version information. From the Help menu you can select:

O Contents — Displays a list of help files
O About LT Assessment for SUSE — Displays current version information
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Standard Toolbar

The Standard Toolbar provides a variety of options that enable you to configure the LT
Assessment for SUSE window. The buttons on the Standard toolbar are described in the

following table.
Button Icon Function
New Scan = Displays the Scan Details
@ Mew Scan window
New Report {3 Displays the Report Query
} Mt Beport window
Copy [ Allows you to copy the
S selected object
Paste = Allows you to paste a copied
___] object to a remote LT
Assessment for SUSE
Modify - Displays the window of the
Uﬂ selected object so that you
can modify that object
Delete Deletes the currently selected
x object
Generate Runs the selected query
' enerate
L]
Settings — ) Displays the E-mail and
UP¥ Sethings Database Settings window
Target Profiles Displays the Target Profiles
;@ Target Profiles for Scans window
Lock Console el Displays the Enter password
___] Lock Console window
Contents @ Displays the Help file
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Locking and Unlocking the LT Assessment for SUSE Window

The LT Assessment for SUSE window includes a security feature that allows you to lock
and unlock the console window.

Important

. If you create a new password, you will be unable to disable this security
feature.

Creating a Password

To create a password for locking and unlocking the LT Assessment for SUSE window,
perform the following steps:

1. From the System menu on the Menu bar, click Security. The Set up a password
window displays.

Set up a password X|

0ld Paszword: I

Mew Pazsward: I

LCoanfirm F'asswcurd:l

Cancel Mest »»

2. Enter a password in the New Password and Confirm Password fields. Click Next to
continue.
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3. The Favorite Question window displays. From the Select a Favorite Question drop-
down menu, select one of the following questions:

=  What is your pet’s name?
=  What was the name of your high school?

=  What is your mother’s maiden name?

= What is the name of the city you were born?

Favorite Quesktion

Select a Favorite Question:

k. Carzel Help

4. Inthe Answer field, enter an answer for the question you selected.

5. Click OK. A window displays stating that you have successfully created a new
password. Click OK to exit this window.

& You have successfully created a passwaord,

Important

After you create a password, the password must be entered each time
you launch the LT Assessment for SUSE application.
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Locking the LT Assessment for SUSE Window
To lock the LT Assessment for SUSE window, perform the following steps:
1. From the Standard toolbar, click the Lock Console button. The following window

displays.

Enter Pazsword:

ok

Fargot vaur passward?

Fetrieve Pazswaord

2. The LT Assessment for SUSE window will remain locked until the correct password
is entered in the Enter Password field.

Unlocking the LT Assessment for SUSE window
To unlock the LT Assessment for SUSE window, perform the following steps:

1. In the Enter Password field, enter the password you created to unlock the console
window.

2. Click OK to unlock the machine.
If you forget your password, perform the following steps:

1. From the Enter Password window, click the Retrieve Password button. The Favorite
Question window displays.

2. Enter an answer for the security question you previously selected and click OK.

3. If you wish to reset your password, click Yes to display the Set up a password
window.

4. Enter a password in the New Password and Confirm Password fields. Click Next.

5. Click OK to accept the selected question and answer. A window displays stating that
you have successfully created a new password. Click OK to exit this window.

& ‘ou have successfully created a password,
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Address Bar

The Address bar allows you to connect to remote machines with LT Assessment for
SUSE already installed. This feature enables administrators to set up jobs and create
scans on the selected remote machines allowing you to manage multiple machines in an
environment.

Note
A mapped drive to the remote computer must exist on your local
computer.

The directories of machines previously configured are stored in the address history field.
They can be accessed by clicking the Address Bar drop-down arrow, selecting the
required path, and clicking Go.

To remove all address history information, click the Clear Address History button.
The options on the Address bar are described in the following table.

Button Icon Function
Address bar Allows you to enter a directory
and map to a remote computer

Browse ~ Allows you to browse to a
T remote computer

Go Connects to the entered or
ﬁ Go selected computer

Clear Address History v : Clears the address history of all
’ f_’ Clear Address Hiskory selected computers

Connecting to a Remote Machine

If you have network authentication to a remote computer and want to configure the LT
Assessment for SUSE application on that machine, provide the complete path to the
LTAudit.iif file located in the installation folder on the remote machine.

Enter the path of the LT Audit.iif file into the Address Bar field or click the Browse
button on the Address Bar to locate a specific path. After the entire path is provided, click
Go to connect to the remote computer.

From the Address bar, select the local machine by clicking <Local Machine> — Go.
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Category Shortcut Window

Each security assessment features its own network scans and report queries. Use the
Category Shortcut window to display the panes associated with the selected button. These
buttons are described in the following table.

Icon Function

Displays existing User
Assessment network scans and
report queries

Displays existing Group
Assessment network scans and
report queries

Displays existing Volume
Assessment network scans and
report queries

Displays existing File
Assessment network scans and
report queries

Displays existing Container
Assessment network scans and
report queries

Displays existing Profile
Assessment network scans and
report queries

Displays existing Application
Assessment network scans and
report queries

Displays existing Template
Assessment network scans and
report queries

Displays existing File System
Trustee Assessment network
scans and report queries
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Assessment Category Window

3-14

The Assessment Category window lists all of the available category assessments in a tree
structure. Selecting the root of the tree structure displays the Calendar.

A Note
The Calendar will be discussed later in this chapter.

Right-clicking on the root of the tree structure displays a drop-down menu where you can
select Settings to modify the e-mail and database settings.

\ Note
The E-mail and Database Settings window will be discussed later in
this chapter.

The main directory contains the following assessment categories:
User Assessment

Group Assessment

Volume Assessment

File Assessment

Container Assessment

Profile Assessment

Application Assessment

Template Assessment

OO 0O00O0OoO0OoO0OO0oaoOoao

File System Trustee Assessment

Right-click on any of the assessment categories to display a drop-down menu, which
allows you to select the following options:

O New Scan — Displays the Scan Details window

O New Report — Displays the Report Query window
O Copy — Allows you to copy the selected object
O

Paste — Allows you to paste a copied object to a remote LT Assessment for
SUSE

Modify — Displays the selected object’s window so that you can modify that
object

O

O Delete — Deletes the currently selected object
O Generate — Runs a report based on the selected report query
O Settings — Displays the E-mail and Database Settings window
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Target Profiles for Scans
x|

;ﬁ Target Prafiles for Scans |

T arget Profile | Tree Mame Add...

Tiodifi..

i

[relete

1 | ©

Cancel | Help

Using the Target Profiles for Scans window, you can create an authenticated user

profile. To display the Target Profiles for Scans window, perform one of the
following steps:

O From the System menu on the Menu bar, click Target Profiles.
O From the Standard toolbar, click the Target Profiles button.

Important

You must create a target profile before using the Scan Details window.
The Scan Details window will be discussed later in this chapter.
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To save an authenticated user profile, perform the following steps:
1. Display the Target Profiles for Scans window.
2. Click the Add button. The following window displays.

User Authentication Details x|

I zer Authentication |

Drescription: INEW Ulser Authentication
Tree: I il
zer: I §I

Password: I

LConfirm Pagsword: I

(1] 4 I Cancel | Help

3. In the Description field, enter a name or description to help identify the
specific user. If you do not enter a name for this field, the name entered in the
User field will automatically be inserted into the Description field.

4. In the Tree field, enter a Novell Directory Service (NDS) tree name. To
browse for a specific tree, click the button located to the right of the Tree
field. The following window displays.

x

& CINNAMON .|
& 0s
& usa

k. Caricel
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5. Select a tree name and click OK to return to the User Authentication Details

window. The tree name you selected now displays in the Tree field.

6. In the User field, enter a user name. To browse for a specific user name, click

the button located to the right of the User field. The following window

displays.

Browse Users

Tree: IEJ-"-"-

Contest: IEIEI.

-

% admin

& JenSmith

Ok

Cancel

Help

| Important

. The user name that you enter or select must have browse rights enabled.

7. Select a user name and click OK to return to the User Authentication Details

window. The user name you selected now displays in the User field.
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8. In the Password and Confirm Password fields, enter the password that allows
you to authenticate to the selected network.

User Authentication Details x|

IJzer Authentication |

Description: IJ enry Smith Company File Scan
Tree: IQ;:\ !l
Lzer: IJ enSmith.qa él

Pazzword: Ixxxxxxxx

LCanfirm Pagzword: Ixxxxxxxx

(] I Cancel Help

9. Click OK to save your changes and exit the User Authentication Details
window. The new authenticated user profile displays in the Target Profiles for
Scans window.

x
;ﬁ Target Profiles for Scans |
Target Profile | Tree Mame
JenSmith Account on 04 Tree (14
Fodify... |
Delete |
1] | B
0k, | Cancel | Help
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To delete an existing profile, perform the following steps:

1. Display the Target Profiles for Scans window.

2. From the Target Profiles for Scans tab, select the name of the user profile you
want to delete.

x
;ﬁ Target Profiles fior Scans |
Target Profile | Tree Mame
JenSmith Account on G4 Tree [a
Jenny Smith Compary File Scan [a Foadify... |
Delete |
1| | ©
0k | Cancel | Help
Important

Target profiles that are being used for an existing scan cannot be
deleted. You must delete the scan or remove the target profile from the

scan before you can delete the selected target profile.

3. Click Delete. The following window displays stating that the user
authentication profile will be permanently deleted. Click Yes to confirm the

deletion.

Deleting this user authentication will delete it permanently.
Are yau sure you wank ko delete this user authentication information?

Mo Cancel

4. Click OK to exit the Target Profiles for Scans window.
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To modify an existing user profile, perform the following steps:
1. Display the Target Profiles for Scans window.

2. From the Target Profiles for Scans tab, select the name of the profile you want

to modify.
x
;@ Target Profiles fior Scans |
Target Profile | Tree Mame
JenSmith &ccount on Q& Tree (12
Jenny Smith Compary File Scan [a Foadify... |
Delete |
1] { H
0k | Cancel | Help

3. Click Modify. The following window displays.
x

lzer Authentication |

D escription: IJ enSmith Account on G& Tree

Tree: Iu'&

User: IJ enSmith.ga él
Pazzword: Ixxxxxxxx

LCanfirm Password: I xxxxxxxx

Ok I Cancel | Help

4. After you have modified the existing profile, click OK to save your changes
and exit the User Authentication Details window.

5. Click OK to exit the Target Profiles for Scans window.
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Network Scans

Scan Details x|

Scope |

Drezcription:

INEW IJzer Scan

— Target Profile

| o _ess |
—Iv Entire Tree

I ame | Apply to | Sdd...

Fdmdlifis...

di

[elete

4 I Caticel Help

A network scan specifies the scope of data to be collected from the eDirectory.
The Scan Details window allows you to select a target profile. Based on the
assessment category you select, you can select a specific:

O Container in the tree to be scanned (User Assessment, Group Assessment,
Container Assessment, Profile Assessment, Application Assessment, and
Template Assessment).

O Volume to be scanned (Volume Assessment).
O File and folder to be scanned (File Assessment).
O Container in the tree to be scanned (File System Trustee Assessment).

Using the Job Details window, you can select the scan that you created to perform
a snapshot of the current configuration of your network.

N Note
The Job Details window will be discussed later in this chapter.
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From the Assessment Category window, select one of the nine assessment
categories to display the Network Scans pane.

To display the Scan Details window, use any of the following methods:

O
O
O

From the System menu on the Menu bar, click New Scan.
From the Standard toolbar, click the New Scan button.

From the Assessment Category window, right-click to display the drop-down
menu. From this menu, select New Scan.

From the Network Scans pane in the LT Assessment for SUSE window, right-
click and select New Scan from the drop-down menu.

From the Network Scans pane in the LT Assessment for SUSE window,
double-click Add New Scan.
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Selecting a Target Profile from the Scan Details Window

To modify the Scan Details window, perform the following steps from the Scans
Details window:

1.

In the Description field, enter a name or description to help identify the
individual scan.

Select the Target Profiles drop-down arrow. Select a preexisting target profile.
To create a new target profile, perform the following steps:

a.

From the Scan Details window, click Add. The Target Profiles for Scans
window displays.

Click Add. The User Authentication Details window displays.

In the Description field, enter a name or description to help identify the
specific user. If you do not enter a name for this field, the name entered in
the User field will automatically be inserted into the Description field.

In the Tree field, enter a NDS tree name or click the button to the right of
the Tree field to browse for a specific tree.

In the User field, enter a user name or click the button located to the right
of the User field to browse for a specific user name.

In the Password and Confirm Password fields, enter the password that
allows you to authenticate to the selected network.

Click OK to exit the User Authentication Details window.

From the Target Profiles for Scans window, select the newly created user
profile. Click OK to exit the Target Profiles for Scans window and return
to the Scan Details window.
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3. A description for the target profile you selected displays in the Target Profiles
field.

|
Scope |

[iescnpton:

.|LI35|3 with lzrace Logns

Tzl Pralie

|J-3r| Smith &ccount an G4, Tres ;I Al

—I* Enfite Toes
Name [ Appy 1o I £

4. Based on the assessment category you selected to display the Network Scans
pane, you can select a specific container in a tree, a specific volume, or

file/folder.

N Note

If you selected the User Assessment, Group Assessment, Container
Assessment, Profile Assessment, Application Assessment, or Template
Assessment, continue to page 3-25 of this user guide for complete
instructions for selecting a container.
If you selected the Volume Assessment category, continue to page 3-28
of this user guide for complete instructions for selecting a volume.
If you selected the File Assessment category, continue to page 3-31 of
this user guide for complete instructions for selecting a file.
If you selected the File System Trustee Assessment category, continue

to page 3-42 of this user guide for complete instructions for selecting a
file.
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Selecting a Specific Container from the Scan Details
Window
If you selected the User Assessment, Group Assessment, Container Assessment,
Profile Assessment, Application Assessment, or Template Assessment, by default

the Entire Tree check box is selected. To scan a specific container of the tree,
perform the following steps:

1. Deselect the Entire Tree check box.
x
Scope |

[rezcription:

IUsers with Grace Loging

—Target Profile
IJen Smith Account on QA Tres j Add... |
1 Entire Tree
M ame | Apply to I fadd,

it

[elete

i

0K | Cancel | Hep

2. Click the Add button. The Browse Context window displays.

x
LContext: Iqa K I
- Cancel |
SLPDEFAULT
D@ test Help |

™ Thiz Container only

f* Thiz Container and all 5ub Containers
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Select a container. Your selection displays in the Context field.

4. By default the This Container and all Sub Containers radio button is selected.
To scan only the selected container, click This Container only. Click OK to
exit the Browse Context window.

5. The selected container now displays in the Name column of the Scan Details
window.

scan Details x|

Scope |

Description:

IUsers with Grace Loging

—Target Profile
I.Jen Smith Account on QA Tree j Add... |
— Entire Tree
M ame | Apply o | Add...
qa Thiz Cantainer and all SubContainers

Fodify... |

Delete |

ak. I Cancel Help
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6. Click OK to save your changes and exit the Scan Details window. Your new
scan displays in the Network Scans column of the LT Assessment for SUSE
window.

System  Edit Help |

@&ew Scan @New Report | L\J ED Uﬁ )( | ! Generate | E&Settings ;ﬁTarget Profiles | ﬁ Lock Consale | @‘

Address  <Local Machine> T } §o| éfgearnddressH\story

Categomy Shortcuts

@ Group * Metwork Scans

B volume Assessment E Add New Scan

D File Assessment @9 Users with Gracs Logins
Eﬁ Cartaingr Assessment
'@ Profile Assessment

@ Application Aszessment
‘;% Template Asseszment
@ File System Trustee Asee

Report Queries

Fiepoits RPFT File Output -

[B Add a New Report

[5 Al Trustee - Inhentance Mazk - Report User Access Contral...  Screen

[5 Dizabled User Accounts - Feport User Login Settings ... Screen

[B Inheritance kask - Repoit User Inheritance bda Screen

[5 Object Entry Rights - Report User Object Rights ... Screen

[5 Property Rights - Repaort User Property Rights...  Screen

[5 User - Repaort User Creation Modifi...  Screen

[B User Ervironment - Report Uszer Environment T Screen

[5 Uzer group membership - Report User Group Member...  Screen

[5 User [dentification - Report User Identification A...  Screen =
] £ il
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Selecting a Specific Volume from the Scan Details Window

If you selected the Volume Assessment category, you can add a particular volume
by performing the following steps:

1. Locate the Volumes section of the Scan Details window.

Scan Details x|

Scope |

[rescription:

IF'urgeabIe zpace

—Target Profile

IJen Smith Account on QA Tree

—Wolumes

Harme | Apply to | dd

T adifiy..

[elete

di

k. Cancel | Help

2. Click the Add button. The Choose a volume window displays.

Yolumes I

ok

I\\QANWSEH\-"EH\SYS

Cancel

E‘J‘" Metware Services
=) Netware Servers
§E- ) DAADMIN

i,

Help

Apply Ta:
) Tihis containen only

{%) This containen and &l sub containers
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3. Select a volume. If you selected an organizational unit, organization, or
container, the Apply to section will be enabled. By default the This container
and all sub containers radio button is selected. Click This container only to
scan only the containers in the selected object. Click OK to return to the Scan
Details window.

Choose a volume

X
Yalurnes |
_DK
I\HHD_THEEH.&DMIN\HD
Cancel
El.,l‘!' Metware Services 4|
=1+, J Metware Servers ™
H H (=
=4 RD_TREE _ b |
=1 adm ADMIN
=8
o H WL

----- __:.f Mowell Directory Services

Apply Ta:
™ This container anly

= This container and all sub containers
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4. The selected volume now displays in the Volumes section of the Scan Details
window. Click OK to save your changes and exit the Scan Details window.

scan Details x|

Scope |

Dezcription:

IF'urgeabIe space

—Target Profile
IJen Smith Account on Q4 Tree j Add...

—Yolumes

Fodify...

i}

[ielete

ok | Cancel | Hep

5. Your new scan displays in the Network Scans column of the LT Assessment
for SUSE window.

System Edit Help |

N = L
@ [ew Scan @New Feeport | hJ ED % X | ! (Generate | %Se;tings ;éTarget Profiles | :‘) Laock Console | @‘
Address  <Local Machine> = I::) Go | évgear Address Histary

Category Shortcuts El--! hH
.g, User Assessment

& Group ! | Metwark Scans

| @ Add New Scan

@ Purgeable space

Eﬁ Container Assessment
'@: Profile Azsessment

% Application Assessment
ﬁ) Template Aszessment
C‘EE File System Trustee Asse

Report Queries
Reports RPT File: Output

(2} Add a New Report
[} Purgeable $pace More Than 1 Gb - Fepat Volume Summary R, Screen
[-;3 Purgeable Space More Than 500 Mb - Rep.. Volume Summary B...  Screen

[£3 User Rights - Repart Wolume User Rights ... Screen
|23 User Space Restriction - Report “olume User Restric...  Screen
(£ Valume Disk Space Summary - Report “alume Details Tab Screen
[tﬁ Yolume Digk Space Utilization Summary - R... Yolume Summary R...  Screen
l [ [ 3
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Selecting a Specific Folder or File from the Scan Details
Window

If you selected the File Assessment category, you can select a specific folder or
file to scan by performing the following steps:

1. From the Scan Details window, locate the Select Folders section.
x
Scope |

Description:

IHidden Files

—Target Profile

Jenny Smith Company File Scan

—5Select Folders

M ame | Apply to | Add

[1elete

I

Cancel
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2. Click the Add button. The following window displays.

File or Folder |Sear-:h Cetails | Orvners I Cate &Time |

File ar Falder Hame:

Browsze.. |

0k, Cancel Help

3. Click the File or Folder tab.

4. In the File or Folder Name field, enter a file or folder name. To select a
specific file or folder, click the Browse button. The Choose a folder window
displays.
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5. Select an object. If you selected an organizational unit, organization, or
container, the Apply to section will be enabled. By default the This folder and
all sub folders radio button is selected. Click the This folder only radio button
to scan only the files or folder in the selected object. Click OK to return to the
Browse Folders window.

Choose a folder

X
Falders |
0k,
I'\"ﬂ.&NWSEHVEH'\SYS\MML -
C |
El.,l']’ Metware Services -] &I
- Metware Servers "
=) Movel Directory Services i |
E @ RD_TREE
Elﬁt| blance
e ) M
o

Apply T
™ Thiz folder only
¥ Thiz folder and all sub folders

6. Click OK to exit the Browse Folders window or click the Search Details tab to
modify specific details for your file or folder search.
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7. By default, the Search for Folders and Search for Files check boxes are
selected.

Browse Folders x|

W Search for Folders

v Search for Files

Search pattern [e.q. *jpeg; *.tut |

File/Folder Size is:

| = | .

Attributes:
[~ Bead Only
[ Archive
[ Hidden

(] I Cancel Help

8. To narrow your scan, enter a specific file extension, such as .pdf, .doc, or
Jpeg, in the Search pattern field.

9. You can determine a file to scan by specifying a range of sizes. Select one of
the following parameters from the File/Folder Size is drop-down menu:

= Equal to — Scans files that are equivalent to the specified size
= Greater than — Scans files that are larger than the specified size

= Greater than or equal to — Scans files that are larger than or equivalent
to the specified size

= Less than — Scans files that are smaller than the specified size

= Less than or equal to — Scans files that are smaller than or equivalent to
the specified size
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10. In the KB field, enter a number in kilobytes for the file size.

Browse Folders x|

File or Folder  Search Details | Crvners | Diate &Time |

W Search for Folders

v Search for Files
Search pattern [e.q. *jpeg; *.tut |
[.pof

File/Folder Size is:
I equal to j I'I oo kB

Attributes:
[~ Bead Only
[ Archive
I Hidden

QF. I Cancel Help

11. In the Attributes section, select any of the following:
» Read Only — Scans read-only files
= Archive — Scans archived files

= Hidden — Scans hidden files

12. Click OK to exit the Browse Folders window or click the Owners tab to select

a specific owner for the file you want to scan.
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13. If you selected the Owners tab, click the Add button to display the following
window.

Add Owner(s) x|
Add owner[s]:

(] I Cancel Help

14. In the Add owner(s) field, enter the name of the owner of the file you want to
scan. To enter multiple names, enter a semi-colon (;) after each name entered.

15. Click OK to return to the Owners tab. The name you entered displays in the
Name column.

Browse Folders = ﬂ

File: or Folder I Search Detailz= Dwners |Date ATime

I ame
John Srith. R
Jane. Smith.RD

1

(] Cancel | Help |
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16. Click OK to exit the Browse Folders window or click the Date & Time tab to
select a creation and modification date for the file you want to scan.

17. In the Creation Date section, click the Search using drop-down arrow and
select one of the following options:

= Days — Allows you to scan files that were created in a specified number
of days before or after the current day.

= Dates — Allows you to scan files that were created on a specified date.

Browse Folders x|

File ar Folder I Search Detailz I Twvners  Date &Time |

— Creation Date

Search using:

LCreate date iz j I

— Modification Date

Search uzing: Idates j

M odify date is: I j I

0k I Cancel Help

18. From the Creation date is drop-down menu, select one of the following:

= Equal to — Allows you to scan files that were created on the specified
day or date

= Greater than — Allows you to scan files that were created after the
specified day or date

= Greater than or equal to — Allows you to scan files that were created on
or after the specified day or date

= Less than — Allows you to scan files that were created before the
specified day or date

= Less than or equal to — Allows you to scan files that were created on or
before the specified day or date
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19. If you selected days, enter the amount of days in the no. of days field. If you
selected dates, enter a date in the text field.

Example

To scan a file that was created three days ago, perform the following steps
from the Date & Time tab:

1. Inthe Creation Date section, select days from the Search using
drop-down menu.

2. From the Creation date is drop-down menu, select equal to.

3. Inthe no. of days field, enter 3.
x

File or Folder | Search Details I Owvners  Date &Time |

— Creation D ate
Search using: Ida_l,ls "I
Create date is: quual to j IE‘ to. of days

— Modification D ate

Search uzsing: Idates ’I

Modify date is: I jl

Ok I Cancel | Help |

20. In the Modification Date section, click the Search using drop-down arrow and
select one of the following options:

= Days — Allows you to scan files that were modified in a specified number
of days before or after the current day.

= Dates — Allows you to scan files that were modified on a specified date.
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21. From the Modify date is drop-down menu, select one of the following:

22.

Equal to — Allows you to scan files that were modified on the specified
day or date

Greater than — Allows you to scan files that were modified after the
specified day or date

Greater than or equal to — Allows you to scan files that were modified
on or after the specified day or date

Less than — Allows you to scan files that were modified before the
specified day or date

Less than or equal to — Allows you to scan files that were modified on
or before the specified day or date

If you selected days, enter the amount of days in the no. of days field. If you
selected dates, enter a date in the text field.

Example

To scan files that were modified after 04/12/03, perform the following
steps:

1. In the Modification Date section, select dates from the Search
using drop-down menu.

2. From the Modify date is drop-down arrow, select greater than.
In the text field, enter 04/12/03.

Browse Folders |

File or Folder I Search Detailz I Owyners  Date &Time |

— Creation D ate

Search uzing: Ida_l,ls j

LCreate date iz quual to j |3 no. of days

- Modification Date

Search uzing: |dates j

adify date is: Igreater than j |EI4.-"'I 204

0k I Cancel Help
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displays in the Name column of the Scan Details window.

Scan details

Scope |

Dezcription:

23. Click OK to exit the Browse Folders window. The folder you selected

x|

IHiu:IcIen Files

—Target Profile

IJenny Smith Company File Scan

—5Select Folders

M ame

| Apply o

Hidden Files 1

Thiz Folder and all Subfolders and Files

Hodify... |

N

Delete

(]S |

Cancel |

Help

24. Click OK to save your changes and exit the Scan Details window. Your new

scan displays in the Network Scans column of the LT Assessment for SUSE

window.

Systam | Edit Help

oy i A
@ﬁaw Scan @New Report | I_-J [D Uﬁ x | ! Generate | Eﬁsamngs = Target Profiles | 3 Lock Consale | @‘

Address  <Local Machine>

Category Shortcuts

= MH

: g Usger Assessment
f&;- Group

=T

Netwark Scans

g Clear Address History

B Walumne Assessment

File sment;
Eﬁ Container Assessment
'@: Profile Assessment
% Application Assessment
ﬁ) Template Assessment
" File System Trustee Asse

E.Add Mew Scan

@¥ Hidden Files

Report Queries

Reports RPT File Output
[.:j Add a New Report
[B File Information Grouped by Folder - Report File Infoimation Rep... Screen
@ File Infarmation Summary - Report File Infarmatian T ab. Screen
@ File Ownership - Repart File Ownership repor...  Screen
[19 File Dwnership Grouped by Owner - Report File Ownership Rep..  Screen
@ File Trustee - Report File Trustee Reportipt  Screen
[3 Hidden File - Report File Information Tab...  Screen
@ Fiead Only File - Repart File Infoimation Tab...  Screen
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Gathering File System Trustee Assignments

In order to scan for trustee assignments, we will first have to run utility on the
SUSE-OES/NetWare server. For SUSE, a module called METAMIG must be run
and on NetWare, the module TRUSTEE.NLM must run. These modules have to
be run on all servers, in your network, that are to be scanned. The
METAMIG/TRUSTEE.NLM module scans all folders and files, on all volumes,
and gathers trustee assignments, which are stored to a XML or text file.

Both METAMIG and TRUSTEE.NLM are distributed by Novell and can be
downloaded from http://support.novell.com/filefinder/

SUSE-OES Servers
Running METAMIG
LT Assessment for SUSE supports the following switches in METAMIG.
O t— Trustee information
The module is located in the following folder:
/opt/novell/nss/sbin
The typical syntax for usage is:
metamig save <Volume Name> -m t >/media/nss/<Volume name>/trustee.xml;

This command will save a file called trustee.xml at the root of the volume. If you
desire a different path, redirect the command to a different folder on the volume.

Example
metamig save VOL1 -m t >/media/nss/VOLI1/trustee.xml;

We recommend running the following command after the metamig command to
ensure that the XML file created has no errors.

sed -1 ‘s/&/&amp;/g’ /media/nss/VOL1/trustee.xml”
Both commands can be executed together as shown below:

metamig save VOL1 -m t >/media/nss/VOLI1/trustee.xml;sed —i ‘s/&/&amp;/g’
/media/nss/VOLI1/trustee.xml
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NetWare Servers

3-42

Running TRUSTEE.NLM

LT Assessment for SUSE supports the following switches in TRUSTEE.NLM.
O /ET — Trustee information

O /EI — Inherited rights mask (IRM) information

The default settings in the TRUSTEE.NCF file are:

LOAD SYS:SYSTEM\TRUSTEE /ET /EI/D SAVE ALL SYS:TRUSTEE.TXT

/D indicates that only directories will be scanned. If the requirement is to scan all
files, remove this parameter.

The path defined in the default settings is SYS:TRUSTEE.TXT. This means that
the TRUSTEE.TXT file will be created at the root of the SYS volume. If you
desire a different path, modify the default settings.

Example

LOAD SYS:SYSTEM\TRUSTEE /ET /EI /D SAVE ALL
VOLI1:LTAUDIT\TRUSTEE.TXT

It is important that this path name is uniform for all NetWare servers in the
environment. LT Assessment for SUSE will search for this specific file as setup in
the Scan Details window of the File System Trustee Assessment network scan.
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Selecting a Specific Container from the File System Trustee
Assignments Scan Details Window

If you selected the File System Trustee Assignments, by default the Entire Tree
check box is selected. To scan a specific container of the tree, perform the
following steps:

1. Deselect the Entire Tree check box.
x

Scope |

Dlescription:

INew File Spstem Trustee Scan

—Target Profile

IJen Srith &ccounts Papable j Add... |

| Apply to | edd.

Todifiy..

di

[elete

— Truztee Filename and Location
SYS:TRUSTEE.T=T

Kewword ZSeverMame? allowed. Example: 5Y'S:ESeverM ame? tat

Thisz iz the file created by Movell's TRUSTEE.MLKM on Mefw are Servers. [t containg information on
truztee aszignments for the file zpgtem. TRUSTEE MLM iz uzed to create this file prior bo a Scan.
Please refer ta the LT Auditor+ Assessment for Metw!are docurmentation for details.

(1] I Cancel Help

3-43




LT Assessment for SUSE

2. Click the Add button. The Browse Context window displays.

Browse Context x|

Context: Iqa k.

- Carcel
SLPODEFALLT -

D@ ket Help

£ Thiz Container only

£+ Thiz Container and all Sub Containers

Select a container. Your selection displays in the Context field.

4. By default the This Container and all Sub Containers radio button is selected.
To scan only the selected container, click This Container only. Click OK to
exit the Browse Context window.
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5. The selected container now displays in the Name column of the Scan Details
window.

scan Details x|
Scope |

Dezcription:

INew File Spstem Trustee Scan

—Target Profile

IJen Srith Accounts Paypable ﬂ Add. . |

TE
Hamne | Apply to | ddd...
Houstan Thiz Cantainer and all SubContainers

Modify...

Delete

i

— Truztee Filename and Location
SYS:TRUSTEE.T=T

Kemword ZSeverMame® allowed. Example: SY'S:ESeverM ame? tat

Thiz iz the file created by Movell's TRUSTEE . MLM on Nefw are Servers. [t containg information on
trustee assignments for the file systern. TRUSTEE.MLK is used to create this file prior to a Scan.
Pleaze refer to the LT Auditor+ Azzezsment for Metw are documentation for details.

0K I Cancel Help
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6. In the Trustee Filename and Location field, enter the directory on the
server (s) to which the text file created by METAMIG/TRUSTEE.NLM is

located.

Important

METAMIG/TRUSTEE.NLM enables you to scan your network for
trustee assignments. METAMIG/TRUSTEE.NLM must run on all
SUSE/NetWare servers from which you want to scan file system trustee
assessment data. METAMIG/TRUSTEE.NLM creates a file on the
server, which is used by LT Assessment for SUSE during a Scan. An
assumption is made that the file created by
METAMIG/TRUSTEE.NLM contains the latest information on current
Trustee assignments. TRUSTEE.XML/TRUSTEE.TXT will be created
after METAMIG/TRUSTEE.NLM is run.

7. Click OK to save your changes and exit the Scan Details window. Your new
scan displays in the Network Scans column of the LT Assessment for SUSE

System Edit Help
@N&wi(an @Nawﬁepnrt Lj ED Uﬁ .4 ‘ ! Generate [Iﬁsemngs ;eTargetEmﬁ\as :) Lock Console @|
Address Lozl Machine> * M s | o Clear address History
Category Shortouts .
gory = TECHWRITER1 Network Scans
<, User Assessment
58 Group Network Scans
<3 Volume Assessment &% Add New Scan

@9 New File System Trustes Scan

[ File Assessment
.7 Container Assessment
Y, Profile Assessment
) Application Assessment
EsEmEnt
e System Trustee Assd

Report Queries

Fiepoits FiPT File Qutput
[} Add a New Report

173 File System Tiustes Report - Grouped by Files File System Trustes Gioup.. Scieen
153 File System Trustee Report - Grouped by Server File System Trustee Group...  Screen
(2 File System Trustee Report - Grouped by Trustee File System Trustee Group...  Screen
17 File: System Trustee Tabular Report File System Trustes Tabul . Scieen

Bl —
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Report Queries

From the Assessment Category window, select one of the nine assessment
categories to display the Report Queries pane.

Report queries contain the statements needed to query the databases for specific
information. The LT Assessment for SUSE software ships with a variety of report
queries that can be customized to fit specific criteria for each assessment
category.

In addition to modifying existing report queries, you can also create new queries
for the assessment categories. By default, LT Assessment for SUSE provides
several queries for each assessment category:

O User Assessment Report Queries

All trustee — Inheritance mask

Disabled user accounts

Inheritance mask

Object entry rights

Property rights

User

User environment

User group membership

User identification

Users with concurrent connections set to more than five
Users not logged in for last thirty days

Users security equivalent to administrator

Users that are not allowed to change their password
Users that do not require a password

Users with grace logins set to more than five

Users with minimum password length less than five characters
Users with minimum password length not defined

Users with more than five incorrect login attempts
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Group Assessment Report Queries

All trustee — Inheritance mask
Group creation modification
Group identification

Group member

Group report

Group summary

Inheritance mask

Object entry rights

Property rights

Volume Assessment Report Queries

Purgeable space more than 1 Gb
Purgeable space more than 500 Mb
User rights

User space restriction

Volume disk space summary

Volume disk space utilization summary

File Assessment Report Queries

File information grouped by folder
File information summary

File ownership

File ownership grouped by owner
File trustee

Hidden file

Read only file
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Container Assessment Report Queries

= All trustee — Inheritance mask

= (Container object summary

= Container object summary report

= Containers intrusion detection not set

= Inheritance mask

= Intruder detection settings

= (Object entry rights

= Property rights

Profile Assessment Report Groups

= Object entry rights

= Profile Identification

= Profile report

Application Assessment Report Groups

= Application creation modification

= Application report

= Applications marked for install only

= Applications marked to run once after install

= (QObject entry rights

Template Assessment Report Groups

= All trustee — Inheritance mask

= Inheritance mask

= (QObject entry rights

= Property rights

= Template group membership

» Template users security equivalent to administrator

= Template users that are not allowed to change their password
= Template users that do not require a password

= Template users with concurrent connections set to more than five
= Template users with grace logins set to more than five
= Template users with minimum password length less than five characters

= Template users with minimum password length not defined
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O File System Trustee Assessment Report Groups
= File system trustee report — Grouped by files
= File system trustee report — Grouped by server
= File system trustee report — Grouped by trustee

= File system trustee tabular report

Creating a New Report Query
A report query allows you to query the data that was collected with a scan.
To create a new report query, perform the following steps:

1. Select the assessment category to which you would like to add a new report
query.

2. To display the Report Query window, use any of the following methods:
* From the System menu on the Menu bar, select New Report.
= From the Standard toolbar, click the New Report button.

* From the Assessment Category window, right-click to display the drop-
down menu. From this menu, select New Report.

» From the Report Queries pane in the LT Assessment for SUSE window,
right-click to display the drop-down menu. From this menu, select New
Report.

= From the Report Queries pane in the LT Assessment for SUSE window,
double-click Add a New Report.

3. From the Report Query window, click the General tab and enter a description
for this query in the Query Description field.

e General | B Stetements | E Ot | ‘jﬁ Format |

ak

d) A Metwork Scan Snapshot provides data that was caollected when a job was Cameel

run. Y ou can select the shapshat you want to repart on bazed on the start
date.

Apply

Query Description: INew Report Query Bun Report

Agzzezzment Type: ILI zer Azsessment

e Rl

Chooze a Metwork Scan Snapshot Help
Description:

Stark Time: Report Dutput
End Time: I

Status: Browse... | —
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4. Click the Browse button to select a previously existing scan.

5. The Select a Network Scan Snapshot window lists previously existing

snapshots. Select a snapshot and click OK.

Select a Network Scan Snapshot

Start Time

Description

|_§ Mew Uger Agzeszme... 3272003 4:22:30 P 3F2TL2003 42241 P
|_§ Mew Uszer besesame... 342852003 5:30:05 Ak 342872003 53018 Akd
E Sample User Azsess.. 47372003 3:26:04 PM 4/3/2003 3:31:04 PM

Completed
Completed
Completed

OF. I Cancel |

=

Help |

6. Click the Format tab. Click the drop-down arrow in the Report Type field and

select a report type.

Report Query

e General | B Statements | D Cutput £

0K

Repart Type: | j

Tile: LT Auditor +

Sub-title: |Assessment for Metw are

Cahicel
Apply

Bun Report

el

¥ Show lcons in the Riepaort

T Show Header and Foater
Help |
Header |
Report Dutput
Footer: |
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7. Click Apply — OK to save the query to the selected assessment category or
click Run Report to execute a report immediately.

e General | B Statements | E Ot | % Formst |

|x

(]9

J & Metwork Scan Snapzhot providesz data that was collected when a job was Cemeel

Tk, r'ou can select the snapshot you want to report on bazed on the start
date.

Apply

Buem Dezcription: INew Report Query Bun Repart

Aszsessment Type: IUser Assessment

o Ll

Help

Choosze a Metwork Scan Snapshot

Description: Mew [ ser Azzessment Job
Start Time: 342772003 4:11:16 P
End Time:  3/27/2003 4:17:30 PM

Status: Completed

Report Output
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Deleting a Report Query

Perform the following steps to delete a report query:

1.

From the LT Assessment for SUSE window, highlight the desired report
query’s assessment category. All report queries in this assessment category
are displayed in the bottom right-hand pane.

From the Report Query pane, highlight the report query to be deleted.

3. To delete the report query, use any of the following methods:

=  From the Edit menu on the Menu bar, click Delete.
= From the Standard toolbar, click the Delete button.

= From the Assessment Category window, right-click to display a drop-
down menu. From this menu, select Delete.

Click Yes to confirm the deletion of the report query.
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Modifying an Existing Report Query

To modify an existing report query, perform the following steps:

1. From the Assessment Category window, select one of the following
assessment categories:

User Assessment

Group Assessment
Volume Assessment
File Assessment
Container Assessment
Profile Assessment
Application Assessment
Template Assessment

File System Trustee Assessment

2. From the Report Queries pane, highlight the desired report query.

3. To display the Report Query window, use any of the following methods:

From the Edit menu on the Menu bar, click Modify.
From the Standard toolbar, click the Modify button.

From Report Queries pane, right-click to display a drop-down menu. From
this menu, select Modify.

From the Report Queries pane, double-click the selected query.

4. Selecting one of the following tabs provides additional options for modifying
the report query:
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General

e General | B Ctatements |T Ot |% Formatl

x

Ok

J A Metwork, Scan Snapshot provides data that wag collected when a job was Cancel

un.Y'ou can select the snapshot pou wart to report on based on the start
date.

Apply

Buery Description: INew Report Query Bun Feport

Agzezzment Type: IUser Azzeszment

gl

Choose a Metwork Scan Snapshot Help
Description: New User Assessment Job

Start Time: 3/27/2003 4:11:16 PM FizpEse D
End Time: 3/27/2003 4:11:30 P ﬂﬁr'
Statug Completed

From the General tab, you can enter a query description and select a network scan
snapshot. The General tab contains the following fields:

O Query Description — Enter a name or description to identify individual
queries.

O Assessment Type — The assessment category for which the query is
designed displays in this field.

O Choose a Network Scan Snapshot — Select a previously created snapshot of
your network configuration.
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Statements

Report Query

e‘ General m

|ﬂ. Output |% Formatl

Ok

— Statements

Statements

| bedd...

ity

i
okl

[elete

Cahicel
Apply

Bun Report

Help

Report Dutput

Rules are specific attributes that can be customized to query only the information
that is important to your organization. A statement consists of multiple rules and
allows the creation of complex queries for granular reporting.

Adding a Report Query Statement and Creating a Customized Rule

To add a report query statement, perform the following steps from the Report

Query window:

1. Click the Statements tab.
2. Click the Add button to display the Report Query Statements Rules window.

Statement Description: INew Report Query Statement

x|

‘wihich tupe of rule do you want to create’?

O Query bazed on user name

O Query based on full name

[ Query based on location

O Query based on department

O Query bazed on tite

O Query bazed on tree name:

[ Query bazed on user contest / container

[ Query bazed on user creation date

Muarn haead anoocar redifie sbioe Azaba
A

Fiule Description:

4]

(]9 I Cancel |
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In the Statement Description field, enter a name or description to identify the
individual statement.

Select one rule or multiple rules from the section named Which type of rule do
you want to create?

Based on your selection, a description of the rule will display in the Rule
Description section of the Report Query Statements Rule window. If the rule
you selected is customizable, <Define> will display at the end of the
description statement. Click the rule to display the Select Formula window.

The rule you selected displays on the tab of the Select Formula window. To
list the parameters for this rule, click the drop-down arrow to the field on the
left. The parameters display in the drop-down window. Select a parameter
from the list that displays in the drop-down window.

select Formula x|

Izer name iz |

= | =~

equal o
not equal to
ane af

rot one aof
lik2

ruot lik e

(] 4 Cancel Help

N Note
For a complete list of parameters, their definitions, and examples on
how they can be used, refer to the table in Appendix A of this user

guide.
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7. After you have selected a parameter, enter an attribute for your parameter in
the text field or click the drop-down arrow of the text field to select from
multiple attributes.

x
Usernameisl
| equal to =| | Jandhe ELELTREE -]
] Cancel Help

If you select one of or not one of, enter an attribute in the text field and click
the Add button to add your attribute to the list box. At any time you can
remove an attribute from the list box by selecting the attribute and clicking the
Delete button.

If you select between or not between, you must enter an attribute in each text
field (a starting number or date and an ending number or date).
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Example 1 — Rule: Query based on user incorrect login attempts

If you click the rule description User incorrect login attempts is and select the
one of option, a list box displays in the window.

Select Formula x|

Uzer inconect login attempts iz |

(] I Cancel | Help |

If you enter the number 6 in the text field, click Add to add the number to the
list box. All computers with six incorrect login attempts will be queried.

Select Formula x|

|lzer incomect login attempts iz |
Iune of j IE j

E

Delete |

Ok Cancel Help
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Example 2 — Rule: Query based on user incorrect login attempts

If you click the rule description User incorrect login attempts is and select the
between option, the window displays the following text fields.

Select Formula x|

Uzer inconect login attempts iz |

between j I -

and

I -

L

L

Ok I Cancel | Help |

Enter 4 and 6 to query all computers with four, five, or six incorrect login
attempts.
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8. Click OK to exit the Select Formula window. The rule you selected and
attributes you entered display in the Rule Description section.

Report Query Statement Rules il

Statement D escription: INBW Report Query Staterment

which type of rule do you want to create?

O query users that have never logged in ﬂ
[ Guery based on users login expiration date

O User accounts that have been disabled

O User accounts that have not been disabled J
O User accounts that have been locked

O User accounts that have not been locked

Query bazed on uzer incomect login attempts

[ Guery based on user concurrent login settings
Mian hacad an sar aracs laain sattina T
. | E

R

1] I+

ak I Cancel | Help |

Important

If you initially selected multiple rules, if applicable, click the rule
description statement and customize the rule based on your specific

criteria. Parameters must be selected and attributes must be added to all

selected customizable rule statements before exiting the Report Query
Statement Rules window.
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9. Click OK to exit the Report Query Statement Rules window. The newly
created report query statement displays in the Statements column.

Report Query
& cenersl [} Statements |T Cutput |% Formatl

oK

— Statements

Statements | Cancel

B Jger Creation Date Statement

Apply

Bun Repaort

Help

x|
_ o |
_Cared|
b |
_Bun epon
_ e |

Important

If only one statement is added to your report query, a report will be
generated with data that matches the criteria for all rules in that
statement.

If multiple statements are added to the report query, a report will be
generated with data that matches the criteria for any of the rules in
either statement.

10. Click the Output tab to select more criteria for your query.
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Output

E General | B Statements ? utl% Formst |

x|
{* Show Report Ok Sereen " Save Repart On File Cancel |
{” Send Report Ta Printer " E-Mail
Apply |
File Marme: I J Bun Feport |
Format: IEr_l,lstaI Reports Format j
FErom: I Help |
Subject: I
Fiepart Dutput
To.. | = ﬂﬁ -
L. I ﬁ *

[e.a. jphnsmith(Escompany. com; markhugesEycomparny. com)

You can click the Output tab to select more criteria for your query. Use the
Output tab to specify how and where your report is displayed.

1. Select a report output by clicking the desired radio button:
= Show Report On Screen — Displays the report on the screen.

Important

If you want to use this report query to run a job in the future, do not
select the Show Report On Screen option. This option is not a valid
option in the Job Details window.

= Send Report To Printer — Generates the report directly to the default
printer.

= Save Report On File — Exports the report to a file or to another disk
media.

= E-Mail — Sends an exported report to an SMTP e-mail address.

N Note
Ensure that SMTP parameters are set properly for delivery of e-mail.

2. Enter a file name to specify a destination for the report file. This is required
when saving reports to a file or when e-mailing reports.
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. If you selected the Save Report on File or the Email radio button, click the

drop-down arrow to select a format for the report. The list contains the
following possible export formats.

= Crystal Reports = Comma separated

= Data Interchange Format descriptions format

(.dif) = Text format (.txt)
=  Web page (.html) = Lotus 1-2-3 format
= Portable Document =  Microsoft Word for
Format (.pdf) Windows
= Report Definition format = Extensible Markup

= Record format Language format (.xml)

= Rich text Format (1tf) =  Microsoft Excel for

Windows

. If you selected the E-mail radio button, in the From field enter the e-mail address of

the sender.

. If you selected the E-mail radio button in the Subject field, enter a subject for the e-

mail.

. If you selected the E-mail radio button, designate an e-mail address where the report

will be sent by entering the address into the To and the optional CC field. Ensure that
the correct e-mail address has been entered, because LT Assessment for SUSE does
not validate this information.

Click the Format tab to select more criteria for your query.
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Format

Report Query

e General | B Statements | E Cutput %

0K

Report Type: I j Cancel

Tile:  |LT Audiar + Apply

Ll

Bun Report

Sub-title: |Assessment for Metw are

T Show Header and Foater

Help

Header |
Report Dutput

Footer: |

¥ Show lcons in the Riepaort

The Format tab allows you to select:

O A report type for your report query.

O A title, subtitle, header description, or footer description for your final report.

To add specific details to your query, perform the following steps on the Format tab:

1. Click the drop-down arrow in the Report Type field to select a report type. This list
displays the following report types:

= User Assessment
e User Access Control Rights Report
e User Account Restriction Tabular Report
e User Creation Modification Report
e User Creation Modification Tabular Report
e User Environment Tabular Report
e User Group Membership Report
e User Identification Report
e User Identification Tabular Report
e User Inheritance Mask Report
e User Inheritance Mask Tabular Report

e User Invalid Login Information Report
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e User Invalid Login Tabular Report
e User Login Information Report
e User Login Information Tabular Report
e User Login Settings Report
e User Login Settings Tabular Report
e User Network Restriction Report
e User Object Rights Report
e User Object Rights Tabular Report
e User Password Settings Report
e User Password Settings Tabular Report
e User Property Rights Report
e User Security Equivalence Report
=  Group Assessment
e Group Creation Modification Report
e Group Creation Modification Tabular Report
e Group Description Report
¢ Group Identification Report
e Group Inheritance Mask Report
e Group Inheritance Mask Tabular Report
e Group Member Report
e Group Object Rights Report
e Group Object Rights Tabular Report
e Group Property Rights Report
e Group Summary Report
e Group Summary Tabular Report
e Group Trustee Report
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Volume Assessment

Volume Creation Modification Report
Volume Creation Modification Tabular Report
Volume Details Tabular Report

Volume Summary Report

Volume User Restriction Report

Volume User Rights Report

File Assessment

File Information Report Grouped by Folder
File Information Report

File Information Tabular Report

File Ownership Report Grouped by Owner
File Ownership Report

File Ownership Summary Tabular Report
File Trustee Report (All Files)

File Trustee Report

Container Assessment

Container Group Report

Container Inheritance Mask Report
Container Inheritance Mask Tabular Report
Container Intruder Detection Settings Report
Container Intruder Detection Settings Tabular Report
Container Invalid Login Information Report
Container Login Settings Report

Container Login Settings Tabular Report
Container Network Restriction Report
Container Object Rights Report

Container Object Rights Tabular Report
Container Object Summary Report
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Container Object Summary Tabular Report
Container Password Setting Report
Container Password Setting Tabular Report
Container Property Rights Report

Container Trustee Report

Profile Assessment

Profile Creation Modification Report
Profile Description Report

Profile Identification Report

Profile Object Rights Tabular Report

Application Assessment

Application Creation Modification Report
Application Object Rights Tabular Report
Application Settings Tabular Report

Template Assessment

Template Access Control Rights Report
Template Creation Modification Tabular Report
Template Description Report

Template Equivalent to Me Report
Template Group Membership Report
Template Identification Report

Template Inheritance Mask Tabular Report
Template Login Settings Tabular Report
Template Network Restriction Report
Template New Object DS Rights Report
Template New Object Self Rights Report
Template New Object Trustee Report
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e Template Object Rights Tabular Report
e Template Password Settings Tabular Report
e Template Property Rights Report
e Template Security Equivalence Report
= File System Trustee Assessment
e File System Trustee Group by File Folder Report
e File System Trustee Group by Server Report
e File System Trustee Group by Trustee Report
¢ File System Trustee Tabular Report
In the Title field, enter a title to display in the report.
In the Sub-title field, enter a subtitle to display in the report.

To enable the Header and Footer fields, check the Show Header and Footer check
box. In the Header field, enter a header to display in the report. In the Footer field,
enter a footer to display in the report.

Select the Show Icons in the Report check box to display the user, group, volume,
file, container, profile, application, and template icons in your final report.

N Note
If you select the Save Report on File or E-mail options on the Output
tab, by default the icons will not display in the final report.

Click Apply — OK to save your query or click Run Report to generate a report.
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Modifying Your Database and E-Mail Settings

By default when LT Assessment for SUSE is installed, it is automatically set up to record
assessment data to a Microsoft Access database.

LT Assessment for SUSE also supports recording assessment data to a Microsoft SQL
database. However, you must configure the E-Mail and Database Settings window to
connect to the appropriate data source file.

Access the E-mail and Database Settings window by using any of the following methods:

O
O
O

O

O

From the System menu on the Menu bar, select Settings.
From the Standard toolbar, click the Settings button.

From the Assessment Category window, right-click to display a drop-down menu.
From this menu, select Settings.

From the Calendar section of the LT Assessment for SUSE window, right-click to
display a drop-down menu. From this menu, select Settings.

From the Network Scans section of the LT Assessment for SUSE window, select a
scan and right-click to display a drop-down menu. From this menu, select Settings.

From the Report Queries pane of the console window, select a report query and right-
click to display the drop-down menu. From this menu, select Settings.

From the Select a database source type section, use the drop-down arrow to select an
Access or SQL Server database.
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Microsoft Access

E-mail and Database Settings x|
W Database |F_-':l-;j E-ail |
~Select a data source type: 1]
Microzoft Ac
CIOEO [ I:anl:el
Hel
Cerver Type: Microsoft Access ==F
Log Directary:
|I::"-.F'r|:|gram FilezhBlue Lance, [nc SLT Auditar+ Assess
Template Directony
IE:"-.F"ru:ugram Filez\Blue Lance, IncALT Auditor+ bezess
Test
Canmection

If you selected Microsoft Access for your database, the log and template directories are
named and created by default.
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Microsoft SQL Server
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E-mail and Database Settings x|
W Database |F:;l;’ E-hdail |
~Select a data source bype: ak.
Microzaft SOL Server
CIoEQ| [=] [~} I:anl:el
Help
Server Type: |h-1iu:r-::su:uft SOL Server
Server Mame: |
Databaze Mame: |
" Use NT Integrated 5 ecurity
¥ Use specific uzername and pazsword
Uszer Mame: |
Paszword: |
Test
LCannection

If you select Microsoft SQL Server, a warning message displays stating that if you
change databases the data source will invalidate all the scans selected in each query. You
will have to create new scans based on your current database settings. Click Yes. The
preceding graphic displays.

Perform the following steps to ensure that you connect to the appropriate data source file.
This data source file will be used by LT Assessment for SUSE to gather data for your
report queries.

1.
2.
3.

In the Server Name field, enter the SQL Server name.
In the Database Name field, enter the SQL Server database name.

Select either Use NT Integrated Security or Use specific username and password. If
Use specific username and password is selected, enter the user name and password in
the designated fields.

Click the Test Connection button to verify that you have a valid connection to the
selected database.

Click OK to save your changes or Cancel to exit without saving.
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E-Mail Settings

E-mail and Database Settings x|

W Detobase [ EMal

—SMTP Seftingz 0k
Server jo.o0o Cancel
Part: |25 Help
User Mame: |

Pazzword: |

Timeout [sec]: ||3|:|

Test
Canmection

The E-mail tab defines the SMTP settings used by the computer to e-mail reports to
servers. You can enter information into the following fields:

O Server — The name or IP address of the machine that hosts the
e-mail services.

Port — The number of the port used to send SMTP messages.
User Name (if applicable) — The user name used to log into the e-mail server.

Password (if applicable) — The password used to log into the e-mail server.

O O o o

Timeout (sec) — The amount of time that the application will attempt to connect to
the server before stopping.
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Calendar

The Calendar allows you to:

O Create a new job

O Review the status of your job
O Delete or modify existing jobs
O

Review jobs previously run

Creating a New Job

A job schedules a network scan to collect eDirectory or file server data and records this
information to a database. You can also configure a job to run a report based on the
collected data.

If you want to schedule a job, perform the following steps:

1. Inthe Assessment Category window, click the root of the tree structure. The Calendar
displays.

System  Edit Help |

@ﬁaw SCan @New Report | I_-\J [D Uﬁ x | ! Generate | [ﬁﬁsamngs ﬁeTarget Profiles | :) Lock Consale | @‘
i I::) [ets) | év‘gear Address History

Address  <Local Machine >

Category Shartcuts

Calendar
I% User Assessment

k‘ﬂ? Group Assessment

; g Walurne Assessment
D File Azzecsment lzﬂ

Novernber I 2003

Sun Mon Tue Wed Thu Fri | Sat
1

‘Wednesday, November 12, 2003

i E'ﬁ Container
2(3|4|565|6(7| 8
'@: Profile Assessment 1% =
% Application 2 W] W)W s
Lo Templats Assessmer ZE 16|17 |18 (19 (20| 21 | 22
: Cf& File System Trustee £ 2324|258 | 26|27 28| 23
3% 0
4% 11412403 |4 H| 11A12/03
i} N
Sf Job: File Scan on OA Tree on &
OaNwWSERVER
w0 Last ran or: 11/12/2003
6= Start Time: (1:28 PM
End Time: 01:29 P
72 Status: Completed
Scanz within the job:
oo
8— Scan Description: G Tree
Scan status
an Login to Q& with user JenSmith
9— succeeded
Found 7367 folders/files in
10 oo
I o = [

2. From the Calendar window, select a date to run your job. The Calendar window
allows you to schedule jobs up to ninety days in advance.

3. Select a time in the Job Scheduler window.
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4. To select a assessment category, perform one of the following steps:

=  From the Job Scheduler window, right-click the time you selected to display the
drop-down menu. Select Add New Job.

=  From the Job Scheduler window, double-click the time you selected.

The Please select an assessment category window displays.

Please select an assessment category E[

Fleaze zelect an aszegsment cateqaony to create a job:

0k, Cancel Help

5. Click the drop-down arrow and select an assessment category. Click OK. The Job
Details window displays.

Job Details x|

@, Schedule |@ Scans | | Reponts |

Dezcription: IN ew Uszer Azzezzment Job

Agzezzment Type: ILlser Azzeszment

- = =]
Start Time: |5.3D.DMM =

Erequency: I Single j

k. Cancel Help
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Providing the Job Details

3-76

Job Details X|

@% Schedule |@ Scans I I_‘:_'_'.'r Reports |

Deszcrption: IN ew User fzzeszment Job

fasessment Type: |Llser Aszessment

Start Time: IE.SD.DD.-’-‘-.M =i

Erequency: I Single j

k. Cancel Help

The Job Details window includes the following tabs:

(m]
(m]

O

Schedule — Allows you to select a name, time, and frequency to execute your job.

Scans — Allows you to select a previously created network scan and create a
snapshot based on the container, volume, or file you selected within that scan.

Reports — Allows you to select preexisting queries based on the selected assessment
type.

Schedule
On the Schedule tab, you can complete the following fields:

(m]
(m]

Description — Enter a name for your job.

Assessment Type — The assessment category for which the job is designed displays
in this field.

Start Time — Select the time when the job will be executed.

Frequency — Select one of the following to determine how often the job will be
executed:

= Single = Weekly
* Daily =  Monthly
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Scans

Job Details X|

*%, Schedule @ Scans ||j_';'f Repaorts |

Scanz Select...

1| | 2]

k. | Cancel | Help

When scheduling a report, you must select a scan. The Scans tab allows you to
select any network scans that were previous created. To select a specific network
scan, perform the following steps:

1. From the Scans tab, click the Select button. The following window displays.

x

4| | )

i Cancel |  Hep |

2. From the Add Scans window select the check box to the left of the network
scan you would like to use. You can select one or multiple scans. This option
allows you to scan more than one tree. Click OK to save your changes and
return to the Job Details window.
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3. The scans you selected now display. Click the Reports tab to select a specific
report or click OK to run your job.

x
6{ Schedule ﬁ Scanz |

Scans
Idzers with Grace Logins

| | >

k. Cancel Help
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Reports

x
*%, Schedule I @¥ Scans |

Reparts Select... |

1| | i

k. Cancel | Help

Select a report query from the Reports tab by performing the following steps:

1. From the Reports tab, click the Select button. The following window displays
the report queries of the assessment category you previously selected.

x
ipti Cutput -
W Filc
[ Disabled User Accounts - Repart Screen
O Inheritance M ask - Report Screen
O Mew Report Query Screen
[ Object Enty Rights - Report Screen |
[ Froperty Rights - Repart Screen
[ User - Report Screen
[ Uszer Erwvironment - Report Screen
[ Uzer group membership - Report Screen
[ User Identification - Report Screen -
o . - I _*I_I
oK Cancel |  Hep |
| Important
- Clicking on a report that outputs to the screen is not a permissible
action.
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2. Click the check box to the left of the report query or queries that you want to
run. This option allows you to run multiple report queries based on the
selected scans. Click OK to return to the Job Details window.

3. The report query or queries that you selected display in the Reports column.

=
*% Schedule | 8¢ Scans

Reparts
All Trustee - Inheritance Mazk - Repart

| | i

k. | Cancel | Help

4. Click OK to save your changes and exit the Job Details window. The newly
created job displays in the Calendar.
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Reviewing the Status of a Job

After you have created a job, it displays in the Job Scheduler window. You can
identify the status of a job by performing the following:

O Verifying the color of the square in the Job Scheduler window.

O Reviewing the information in the Task Status window.

The following colors will help you to determine the status of your job:

O Gray — Job history was not detected and job is currently in an idle state
O Green — Job completed

O Red — Job failed

Job: File Scan on Qb Tree on -
aarwWSERVER

Laszt ran on: 11/12/2003

Start Time: 01:29 P

End Time: 01:29 P

Status: Completed

Scans within the job:

Scan Descrption: BA Tree
Scan statug

Login to Cl& with uger JenSmith
succeeded.

Found 7367 folders/files in

You can use the Task Status window to identify the status of the job. From the
Job Scheduler window, click the job and review the following information in the
Task Status window:

O Job name

Date job ran last

Time the job was executed
Time the job ended

Status of the job

O 0O oo

The Task Status window also lists the scans that were selected for the job.
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Modifying Existing Jobs

Using LT Assessment for SUSE, you can modify existing jobs that are executed
daily, weekly, or monthly. To modify an existing job, perform the following

steps:

1. From the Calendar, select a day.

2. From the Job Scheduler window, select a job.

3. From the Job Scheduler window, right-click the job you want to modify. From
the drop-down menu, click Modify.

4. When the Job Details window displays, you can modify your job’s criteria.

Click OK to save your changes and execute the job.

Deleting an Existing Job

To delete a job, perform the following steps:

1.
2.

3.

From the Job Scheduler window, select the job you want to delete.

From the Job Scheduler window, right-click the job you want to delete. From
the drop-down menu, click Delete.

Important

Before you select the Delete button, verify that the appropriate job is
selected.

Click Yes to confirm your deletion.

Reviewing Previously Run Jobs

You can review the status of previously run jobs by performing the following
steps:

1.

From the calendar select a past date.

2. From the Job Scheduler window, select a job.

3. Review the status of the job in the Task Status window.
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Scenarios

This section includes three scenarios that you can use to compare with your LT
Assessment for SUSE environment.

Scenario 1

You have been instructed by your administrator to ensure the security of your
network. To ensure that user accounts are not violated, you want to perform a
scan of your entire network and run a query on those users with a minimum
password length fewer than five characters.

Solution 1

To use LT Assessment for SUSE to create a scan of the NetWare tree and run a
report querying only users with passwords with less than five characters, perform
the following steps:

1.

A T

From the LT Assessment for SUSE, select the User Assessment button. The
Network Scans and Report Queries panes display.

From the Network Scans pane, double-click Add New Scan.
Select an existing target profile.
Click OK to exit the Add Scan window.

From the Report Queries pane, double-click the Users with minimum
password length below 5 characters report query. The Report Query window
displays.

Select the tabs and modify your criteria as needed.
Click Run Report to run the report immediately.

Click the X located at the top right corner of the LT Assessment for SUSE
window to return to the Report Query window.

Click Apply — OK to save your changes and exit the Report Query window.
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Scenario 2

You want to run a report based on an existing network scan. You want to query
groups that were created on a specific date.

Solution 2

To accomplish this task, perform the following steps:

1.

© NN kW

10.

11

10.
1.

14.

From the LT Assessment for SUSE, select the Group Assessment button. The
Network Scans and Report Queries panes display.

From the Report Queries pane, double-click Add a New Report. The Report
Query window displays.

From the General tab, enter a description for your report.

From the Choose a Network Scan Snapshot section, click the Browse button.
Select a snapshot and click OK to return to the Report Query window.

Click the Statements tab.

Click the Add button.

From the Report Query Statement Rules window Query based on group
creation date.

From the Description section, click Creation time is <Define>.

From the Select Formula window, click the drop-down arrow and select equal
to.

. In the text field, enter a specific date and time.
12.
13.

Click OK — OK to return to the Report Query window.

Click the Format tab. From the Report Type drop-down menu, select Group
Summary Tabular Report.

Click Run Report to run the report immediately.

Click the X located at the top right corner of the LT Assessment for SUSE
window to return to the Report Query window.

Click Apply — OK to save your changes and exit the Report Query window.
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Scenario 3

You have been instructed to use an existing scan to query user accounts that have
been disabled. This query must be performed on a daily basis.

Solution 3

To create a job that is performed daily, using an existing scan, and querying user
accounts that have been disabled, perform the following steps:

1.

A

~

10.
11.
12.
13.
14.
15.
16.
17.
18.
15.
16.

From the Category Shortcuts window in the LT Assessment for SUSE
window, select User Assessment.

From the Report Queries pane, double-click Disable User Accounts. The
Report Query window displays.

From the Report Query window, click the Output tab.
Select the Send Report to Printer radio button.
Click Apply — OK to save your changes and exit the Report Query window.

From the LT Assessment for SUSE window, click the root of the directory on
the Assessment Category window.

From the calendar, select a date.
From the Job Scheduler window, select a time.

Double-click the time you selected. The Please select an assessment category
window displays.

Select User Assessment and click OK. The Job Details window displays.
Enter a description for your job.

From the Frequency drop-down menu, select Daily.

Click the Scans tab.

Click the Select button. The Add a Scan window displays.

Select a scan and click OK to return to the Job Details window.

Click the Reports tab.

Click the Select button. The Add Report Queries window displays.
Check the Disabled User Accounts check box.

Click OK — OK to execute your job.

Click the job and review its status in the Task Status window.
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Appendix A — Rules

Overview
LT Assessment for SUSE uses two types of rules:

O
O

Fixed rules — A fixed rule cannot be modified.

Customizable rules — A customizable rule allows you to apply certain
operators against a given value to query for. A value can be one of the
following:

= Character string
= Date

=  Number
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Character String

The following table lists the operators that can be applied against a character

string.

Operators

Definition

Examples

Equal to

An entity equivalent to the character string will be
queried.

Query based on user name/User name is

= |f Andre.ABC is listed in the text field, all
user accounts with the name Andre.ABC
will be queried.

Not Equal to

All entities, excluding the specified character
string, will be queried.

Query based on user name/User name is

= |f Jane.XYZ is listed in the text field, all
accounts except Jane.XYZ are included in
the query.

One of

Multiple entities will be queried.

Query based on user name/User name is

= [f the account names Andre.ABC and
Jane.XYZ are added to the list box, both
user accounts will be queried.

Not one of

All entities, excluding the character string you
entered, will be queried.

Query based on user name/User name is
= |f the account names Andre.ABC and
Jane.XYZ are added to the list box,
neither user account will be queried.

Like

All entities containing the characters of the
character string you entered will be queried.

Query based on user name/User name is

= |f Jimis listed in the text field, all user
accounts with the characters JIM will be
queried. (Example: SHIJIM.ABC, JIM.XYZ,
and JIMT.ABC).

Not like

All entities containing the characters of the
character string you entered will not be queried.

Query based on user name/User name is

= |f Jim is listed in the text field, all user
accounts with the characters JIM will not
be queried. (Example: SHJIM.ABC,
JIM.XYZ, and JIMT.ABC).
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Date
The following tables list the operators that can be applied against a date value.
Operators Definition Examples
Equal to An entity equivalent to the date value will be Query based on user login expiration date/User
queried. login expiration date is
= 1f 09/01/2003 is listed in the text field, all user
accounts with login capabilities that expire on
the specified date will be queried.
Not equal to All entities, excluding the specified date value, will | Query based on user login expiration date/User
be queried. login expiration date is
= If 12/03/2003 is listed in the text field, all user
accounts with login capabilities that expire on
the specified date will not be queried.
Between All entities equivalent to a number between the Query based on user login expiration date/User

specified date values will be queried.

login expiration date is

= If 07/12/03 and 01/15/03 are listed in the text
fields, users accounts with login capabilities
that expire in that time frame will be queried

Not between

All entities equivalent to a number between the
specified date values will not be queried.

Query based on user login expiration date/User

login expiration date is

= If 07/12/03 and 01/15/03 are listed in the text
fields, users accounts with login capabilities
that expire in that time frame will not be
queried.

Less than

All entities equivalent to a date less than the
specified date value will be queried.

Query based on user login expiration date/User

login expiration date is

= |f 03/21/2003 is listed in the text field users
accounts with login capabilities that expire
before that date will be queried.

Less than or
equal to

All entities equivalent to a date less than or equal
to the specified date value will be queried.

Query based on user login expiration date/User

login expiration date is

= |If 03/21/2003 is listed in the text field users
accounts with login capabilities that expire on
and before that date will be queried.

Greater than

All entities equivalent to a date greater than the
specified date value will be queried.

Query based on user login expiration date/User

login expiration date is

= If 11/27/2003 is listed in the text field users
accounts with login capabilities that expire
after that date will be queried.

Greater than
or equal to

All entities equivalent to a date greater than or
equal to the specified date value will be queried.

Query based on user login expiration date/User

login expiration date is

= If 11/27/2003 is listed in the text field users
accounts with login capabilities that expire on
and after that date will be queried.
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number of days will be queried.

Operators Definition Examples
In the last All entities equivalent to the past-specified Query based on user login expiration date/User
number of days will be queried. login expiration date is
= |f the number 3 is listed in the text field, users
accounts with login capabilities that expired
in the past three days will be queried.
In the next All entities equivalent to the next-specified Query based on user login expiration date/User

login expiration date is

= If the number 20 is listed in the text field,
users accounts with login capabilities that
expire in the next 20 days will be queried.

Not in the last

All entities equivalent to the past-specified
number of days will not be queried.

Query based on user login expiration date/User

login expiration date is

= If the number 3 is listed in the text field, users
accounts with login capabilities that expired
in the past three days will not be queried.

Not in the
next

All entities equivalent to the next-specified
number of days will not be queried.

Query based on user login expiration date/User

login expiration date is

= If the number 20 is listed in the text field,
users accounts with login capabilities that
expire in the next 20 days will not be queried.
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Rules

The following tables list the operators that can be applied against a number value.

Operators

Definition

Examples

Equal to

An entity equivalent to the number value will be
queried.

Query based on user password minimum

length/ User password minimum length is

= |f the number 6 is listed in the text field all
user accounts whose password equals six
characters will be queried.

Not equal to

All entities, excluding the specified number value,
will be queried.

Query based on user password minimum

length/ User password minimum length is

= If the number 9 is listed in the text field all
user accounts whose password equals
nine characters will not be queried.

One of

Multiple entities will be queried.

Query based on user password minimum

length/ User password minimum length is

= |f 2 and 3 are added to the list box, all
user accounts whose password equals
two or three characters will be queried.

Not one of

All entities, excluding the number value you
entered, will be queried.

Query based on user password minimum

length/ User password minimum length is

= |f 5and 6 are added to the list box, all
user accounts whose password equals
five or six characters will not be gqueried.

Between

All entities equivalent to a number between the
specified number values will be queried.

Query based on user password minimum

length/ User password minimum length is

= |f 1 and 2 are added to the text fields, all
user accounts whose password equals
one and two characters will be queried.

Not between

All entities equivalent to a number between the
specified number values will not be queried.

Query based on user password minimum

length/ User password minimum length is

= |f 3and 5 are added to the text fields, all
user accounts whose password equals
three, four, or five characters will not be
queried.

Less than

All entities equivalent to a number less than the
specified number value will be queried.

Query based on user password minimum

length/ User password minimum length is

= |f 4is entered in the text field, all user
accounts whose password equals less
than four characters will be queried.

Less than or
equal to

All entities equivalent to a number less than or
equal to the specified number value will be
queried.

Query based on user password minimum

length/ User password minimum length is

= |f 4is entered in the text field, all user
accounts whose password equals or is
less than four characters will be queried.

Greater than

All entities equivalent to a number greater than
the specified number value will be queried.

Query based on user password minimum

length/ User password minimum length is

= |f 6is entered in the text field, all user
accounts whose password equals or is
greater than six characters will be
queried.

Greater than
or equal to

All entities equivalent to a number greater than or
equal to the specified number value will be
queried.

Query based on user password minimum

length/ User password minimum length is

= |If 4is entered in the text field, all user
accounts whose password equals or is
greater than four characters will be
queried.
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Rules

The following tables list the rules that are included with the LT Assessment for
SUSE application. These tables also list the rule type and value associated with

each rule.

User Assessment

Rule/Rule Description

Rule Type

Value

Query based on user name/User name is

Customizable

Character string

Query based on full name/Full name is

Customizable

Character string

Query based on location/Location is

Customizable

Character string

Query based on location count/Location count is

Query based on department/Department is

Customizable

Character string

Query based on department count/Department count is

Query based on title/Title is

Customizable

Character string

Query based on title count/Title count is

Customizable

Number

Query based on tree name/Tree name is

Customizable

Character string

Query based on user context/container/User
context/container is

Customizable

Character string

Query based on user creation date/User create date is

Customizable

Date

Query based on user modification date/User modified
date is

Customizable

Date

Query based on network address/Network address is

Customizable

Character string

Query based on network address count/Network
address count is

Customizable

Number

Query based on when user logged in/User last login Customizable | Date
date is

Query users that have never logged in Fixed N/A
Query based on users login expiration date/User login Customizable | Date
expiration date is

User accounts that have been disabled Fixed N/A
User accounts that have not been disabled Fixed N/A
User accounts that have been locked Fixed N/A
User accounts that have not been locked Fixed N/A
Query based on user incorrect login attempts/Users Customizable | Number
incorrect login attempt

Query based on user concurrent login settings/Users Customizable | Number
concurrent logins is

Query based on user grace login setting/Users grace Customizable | Number
login setting is

Query based on user grace login remaining/User grace Customizable | Number
login remain is

Query based on user password minimum length/ User Customizable | Number
password minimum length is

Query based on user password expiration interval/Users | Customizable | Date
password expiration interval is

User accounts that are allowed to change their Fixed N/A
password

User accounts that are not allowed to change their Fixed N/A
password

User accounts that require a password to login Fixed N/A
User accounts that do not require a password to login Fixed N/A




User Assessment (continued)

Rule/Rule Description Rule Type Value
User accounts that require a unique password to login Fixed N/A
User accounts that do not require a unique password to | Fixed N/A
login

Query based on user password expiration date/User Customizable | Date
password expiration date is

User accounts that do not have password expiration Fixed N/A

date

Query based on user group membership/User group
membership is

Customizable

Character string

Query based on user group membership count/User
group membership count is

Customizable

Number

Query based on user security equivalence/User security
equivalence is

Customizable

Character string

Query based on user security equivalence/User security
equivalence count is

Customizable

Number

Query based on trustee name/ Trustee name is

Customizable

Character string

Query based on trustee name count/ Trustee name
countis

Customizable

Number

Query based on property name

Customizable

Character string

Group Assessment

Rule/Rule Description

Rule Type

Value

Query based on tree name/Tree is

Customizable

Character string

Query based on group context/container/Context is

Customizable

Character string

Query based on group name/Group name is

Customizable

Character string

Query based on group department/Group department is

Customizable

Character string

Query based on group department count /Group
department count is

Customizable

Number

Query based on group location/Group location is

Customizable

Character string

Query based on group location count/Group location
count is

Customizable

Number

Query based on group organization/Group organization
is

Customizable

Character string

Query based on group organization count/Group
organization count is

Customizable

Number

Query based on group owner/Group owner is

Customizable

Character string

Query based on group owner count/Group owner count
is

Customizable

Number

Query based on group creation date/Creation time is

Customizable

Date

Query based on group modification date/Modification
time is

Customizable

Date

Query based on group member/Member name is

Customizable

Character string

Query based on group member count/Member count is

Customizable

Number

Query based on trustee name/ Trustee name is

Customizable

Number

Query based on trustee name count/ Trustee name
count is

Customizable

Character string

Query based on property name/Property name is

Customizable

Character string

Rules
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Volume Assessment

Rule/Rule Description

Rule Type

Value

Query based on volume name/Volume name is

Customizable

Character string

Query based on server name/Server name is

Customizable

Character string

Query based on volume total space/Total space is

Customizable

Number

Query based on volume used space/Used space is Customizable | Number
Query based on volume purgeable space/Purgeable Customizable | Number
space is

Query based on volume creation date/Creation time is Customizable | Date
Query based on volume modification date/Modification Customizable | Date

time is

Query based on user restrictions/User name is

Customizable

Character string

Query based on total space restrictions/Total space is

Customizable

Number

Query based on user’s used space/User space is

Customizable

Number

Query based on volume user rights by user/User name
is

Customizable

Character string

Query based on volume user rights count Customizable | Number
File Assessment
Rule/Rule Description Rule Type Value

Query based on file/folder name/File name is

Customizable

Character string

Query based on file/folder size/File size is

Customizable

Number

Query based on file/folder owner/ Owner is

Customizable

Character string

Query based on file/folder creation time/ Creation time
is

Customizable

Number

Query based on file/folder modification time/Modification | Customizable | Number
time is

Query based on file/folder last accessed time/Last Customizable | Number
accessed time is

Files that are marked as read only Fixed N/A
Files that are not read only Fixed N/A
Files marked for archive Fixed N/A
Files not marked for archive Fixed N/A
Files marked as hidden Fixed N/A
Files not marked as hidden Fixed N/A
Files marked as purge immediately Fixed N/A
File not marked as purge immediately Fixed N/A
File marked as copy inhibit Fixed N/A
Files not marked as copy inhibit Fixed N/A
File marked as rename inhibit Fixed N/A
Files not marked as rename inhibit Fixed N/A
Files marked as delete inhibit Fixed N/A
Files not marked as delete inhibit Fixed N/A
Files marked as transactional Fixed N/A
Files not marked as transactional Fixed N/A
Files marked as sharable Fixed N/A
Files not marked as shareable Fixed N/A
Files marked as not compressible Fixed N/A
Files marked as compressible Fixed N/A
Files marked as immediate compress Fixed N/A
Files not marked as immediate compress Fixed N/A




Container Assessment

Rule/Rule Description

Rule Type

Value

Query based on tree name/Tree is

Customizable

Character string

Query based on container name/Container name is

Customizable

Character string

Query based on container context/Context is

Customizable

Character string

Containers set to detect intruder Fixed N/A
Containers not set to detect intruder Fixed N/A
Query based on incorrect login attempts/Incorrect login Customizable | Number
attempts

Query based on reset interval for intruder attempt/Reset | Customizable | Number
interval is

Lockout account after intruder detection is set on Fixed N/A
Lockout account after intruder detection is not set Fixed N/A
Query based on reset interval after lockout Customizable | Number
Containers that allow users to change the password Fixed N/A
Containers that do not allow users to change the Fixed N/A
password

Containers that require a password Fixed N/A
Containers that do not require a password Fixed N/A
Query based on minimum password length/Minimum Customizable | Number
password length is

Query based on the number of days before a password Customizable | Number
is forced to change/Number of days is

Query based on password expiration date/Day and time | Customizable | Date

is

Containers that require a unique password Fixed N/A
Containers that do not require a unique password Fixed N/A
Query based on number of grace logins for a Customizable | Number
container/Grace Logins are

Query based on grace logins remaining/Grace logins Customizable | Number
remaining are

Containers that do not have disabled accounts Fixed N/A
Query based on the expiration date of a Customizable | Date
container/Expiration date is

Query based on a container’'s concurrent connection Customizable | Number
limit/Concurrent connection limit is

Query based on container account balance/Account Customizable | Number

balance is

Query based on user equivalent to me/Container is

Customizable

Character string

Query based on user equivalent to me count/User name
count is

Customizable

Number

Query based on container group/Group name is

Customizable

Character string

Query based on container group count /Group name
count is

Customizable

Number

Group based on trustee name/Trustee name is

Customizable

Character string

Group based on trustee name count/Trustee name
count is

Customizable

Number

Group based on property name/Property name is

Customizable

Character string

Rules
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Profile Assessment

Rule/Rule Description

Rule Type

Value

Query based on tree name/Tree name is

Customizable

Character string

Query based on profile context/container/Profile
context/container is

Customizable

Character string

Query based on profile name/Profile name is

Customizable

Character string

Query based on profile department/Profile department
is

Customizable

Character string

Query based on profile department count/Profile
department count is

Customizable

Number

Query based on profile location/Profile location is

Customizable

Character string

Query based on profile location count/Profile location
count is

Customizable

Number

Query based on profile organization/profile organization
is

Customizable

Character string

Query based on profile organization count/profile Customizable | Number
organization count is

Query based on profile creation date/Profile creation Customizable | Date
date is

Query based on profile modification date/Profile Customizable | Date
modification date is

Application Assessment

Rule/Rule Description Rule Type Value

Query based on tree name/Tree name is

Customizable

Character string

Query based on application
container/context/Application container/context is

Customizable

Character string

Query based on application name/Application name is

Customizable

Character string

Query based on application creation date/Application
creation date is

Customizable

Date

Query based on application modification Customizable | Date
date/Application modification date is

Query based on application version/Application version Customizable | Number
is

Query based on application marked as install only Fixed N/A
Query based on applications not marked as install only Fixed N/A
Query based on applications marked to run once Fixed N/A
Query based on applications not marked to run once Fixed N/A
Query based on applications forced to run if installed on | Fixed N/A
a workstation

Query based on applications not forced to run if Fixed N/A

installed on a workstation




Template Assessment

Rule/Rule Description

Rule Type

Value

Query based on tree name/Tree name is

Customizable

Character string

Query based on template container/context/Template
container/context is

Customizable

Character string

Query based on template name/Template name is

Customizable

Character string

Query based on template department/Template
department is

Customizable

Character string

Query based on template department count/Template
department count is

Customizable

Number

Query based on template location/ Template location is

Customizable

Character string

Query based on template location count/ Template
location count is

Customizable

Number

Query based on template title/Template title is

Customizable

Character string

Query based on template title count/Template title count
is

Customizable

Number

Query based on template creation date/Template Customizable | Date
creation date is

Query based on template modification date/Template Customizable | Date
modification date is

Query based on template with login disabled Fixed N/A
Query based on template with login not disabled Fixed N/A
Query based on template login expiration date/Template | Customizable | Date
login expiration date is

Query based on template maximum simultaneous logins | Customizable | Number
Query based on template accounts that allow password | Fixed N/A
changes

Query based on template accounts that do not allow Fixed N/A
password changes

Query based on template accounts that require a Fixed N/A
password change

Query based on template accounts that do not require a | Fixed N/A
password change

Query based on template password minimum Customizable | Number
length/Template password minimum length is

Query based on template password expiration Customizable | Number
interval/Template password expiration interval is

Query based on template password expiration Customizable | Date
date/Template password expiration date is

Query based on template accounts that require a Fixed N/A
unique password

Query based on template accounts that do not require a | Fixed N/A
unique password

Query based on template grace login limit/Template Customizable | Number

grace login limit is

Query based on template security equivalent to
me/Template security equivalent to me is

Customizable

Character string

Rules
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Template Assessment (continued)

Rule/Rule Description Rule/Rule Rule/Rule
Description Description
Query based on template security equivalent to me Customizable Number

count/Template security equivalent to me count is

Query based on template group
membership/Template group membership is

Customizable

Character string

Query based on template group membership
count/Template group membership count is

Customizable

Number

Query based on template members/Template
member is

Customizable

Character string

Query based on template members count/Template
member count is

Customizable

Number

Query based on template security
equivalences/Template security equivalent to

Customizable

Character string

Query based on template security equivalences Customizable Number
count/Template security equivalent count is

File System Trustee Assessment

Rule/Rule Description Rule Type Value

Query based on server name/Server name is Customizable | Character string
Query based on trustee name/Trustee name is Customizable | Character string
Query based on file/folder name/File/folder name is Customizable | Character string
Query based on class/Class is Customizable | Character string
Trustee with [Read] access rights Fixed N/A

Trustee without [Read] access rights Fixed N/A

Trustee with [Write] access rights Fixed N/A

Trustee without [Write} access rights Fixed N/A

Trustee with [Create] access rights Fixed N/A

Trustee without [Create] access rights Fixed N/A

Trustee with [Erase] access rights Fixed N/A

Trustee without [Erase] access rights Fixed N/A

Trustee with [Modify] access rights Fixed N/A

Trustee without [Modify] access rights Fixed N/A

Trustee with [File Scan] access rights Fixed N/A

Trustee without [File Scan] access rights Fixed N/A

Trustee with [Access Control] access rights Fixed N/A

Trustee without [Access Control] access rights Fixed N/A
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Appendix B — Report Types

Overview

This appendix includes a list of report types included with the LT Assessment for
SUSE application. It also lists the type of assessment data that can be queried
using these report types.

O User Assessment

= User Access Control Rights Report
e Trustee/Inheritance mask
e Property
e Rights

= User Account Restrictions Tabular Report
e User
e Container
e Full name
e QGrace login limit
e Concurrent logins allowed
e Login expiration time
e C(Creation date
e Password required
e Password minimum length
e Password must be unique
e Password change interval

= User Creation Modification Report
e User
e Container
e Last Modified On
e C(Created On
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= User Creation Modification Tabular Report
e User
e Container
e Full name
e Last modified on
e Created on
= User Environment Tabular Report
e User
e Full name
e Language
e Network address
e Default server
e Home directory volume
e Home directory path
= User Group Membership Report — Groups
= User Identification Report
e Other name
o Title
e Location
e Department
e Telephone
e Fax
¢ Email address

e Description




User Identification Tabular Report

User

Full name
Other name
Title
Location
Department
Telephone
Fax

Email address

User Inheritance Mask Report

User Inheritance Mask Tabular Report

User Invalid Login Information Report

User
Object/Property
Rights

User

Full name
Object/Property
Rights

User

Container

Last Login Time
Invalid Login attempts
Account locked

Login reset time

Login intruder address

Report Types
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= User Invalid Login Information Tabular Report
e User
e Container
e Full name
e Lastlogin time
e Invalid login attempts
e Account locked
e Login reset time
e Login intruder address
= User Login Information Report
e User
e Container
e Last login time
e Login disabled
= User Login Information Tabular Report
e User
e Container
e Full name
e Last login time
e Account disabled
= User Login Setting Report
e User
e Container
e Login disabled
e Grace login limit
e Grace login remaining
e Concurrent logins allowed
e Login expiration time

e Account locked




Report Types

User Login Settings Tabular Report

User

Container

Full name

Account disabled

Grace login limit

Grace login remaining
Concurrent logins allowed
Login expiration time

Account locked

User Network Restriction Report — Restricted network address

User Object Rights Report

User
Trustee

Rights

User Objects Rights Tabular Report

User
Full name
Trustee

Rights

User Password Settings Report

User

Container

Requires a password
Requires a unique password
Allowed to change password
Minimum password length

Password expires on
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User Password Settings Tabular Report
e User

e Container

e Full name

e Required password

e Required unique password

e Allowed to change password
e Minimum password length

e Days between change

e Password expires on

User Property Rights Report

e Trustee/Inheritance mask

e Property

e Rights

User Security Equivalence Report — Security equals to

O Group Assessment

Group Creation Modification Report
e Group

e Context

e Last modified on

e Created on

Group Creation Modification Tabular Report
e QGroup

e Context

e Number of users

e Last modified on

e Created on

Group Description Report — Group description




Group Identification Report

e Departments

e Locations

e Organizations

e Other names

e Owners

Group Inheritance Mask Report

e Group

e Object/property

e Rights

Group Inheritance Mask Tabular Report
e Group

e Object/Property

e Rights

Group Member Report — Group members
Group Object Rights Tabular Report

e Group

e Trustee

e Rights

Group Property Rights Report
e Trustee

e Property

e Rights

Group Summary Report

e Group

e Context

e Total number of members

Report Types
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Group Summary Tabular Report
e Group

e Context

e Total number of members

Group Trustee Report

e Trustee
e Property
e Rights

O Volume Assessment

Volume Creation Modification Report
e Volume

e Last modified on

e Created on

Volume Creation Modification Tabular Report
e Volume

e Last modified on

e C(Created on

Volume Details Tabular Report

e Volume

e Total space

e Used space

e Free space

e Purgeable space

Volume Summary Report

e Used space

e Free space

e Purgeable space




* Volume User Restrictions Report

e User

e Total space
e Used space

= Volume User Rights Report

e User
e Rights

O File Assessment

= File Information Report Grouped by Folder

e File name
e Owner

e File size

e Last modified on

e Last accessed on

e Created on

e Attributes

= File Information Report

e Folder/File name

e Owner

e File size

e Last modified on

e C(Created on

e Attributes

Report Types
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= File Information Tabular Report
e Folder/File name
e Owner
e File size
e Last modified on
e Last accessed on
e Created on
e Attributes
= File Ownership Report Grouped by Owner
e File name
e Owner
e File size
e Last modified on
e Last accessed on
e Created on
e Attributes
= File Ownership Report
e File name
e File size
e Last modified on
e Last accessed on
e C(Created on
e Attributes
= File Ownership Summary Tabular Report
e Owner
e File count

e Total file size




Report Types

File Trustee Report (All Files)

e Trustee

e Rights

All Trustee Report
e Trustee

e Rights

Container Assessment

Container Group Report — Group inside the container
Container Inheritance Mask Report

e Container

e Object/Property

e Privilege

Container Inheritance Mask Tabular Report
e Container

e Object/Property

e Privilege

Container Intruder Detection Settings Report
e Container

e Detect intruder

e Incorrect login attempts limit

e Intruder lockout reset intervals

e Intruder attempt reset interval

Container Intruder Detection Settings Tabular Report
e Container

e Users

e Detect intruder

e Incorrect login attempts limit

e Locked by intruder

e Account locked

e Intruder lockout reset interval

e Intruder attempt reset interval
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= Container Invalid Login Information Report
e Container
e Account locked
e Intruder lockout reset interval
e Intruder attempt reset interval
= Container Login Settings Report
e Container
e Login disabled
e (Grace login limit
e Grace login remaining
e Concurrent logins
e Login expiration time
e Account locked
= Container Login Settings Tabular Report
e Container
e Login disabled
e QGrace login limit
e Grace login remaining
e Concurrent logins
e Login expiration time
e Account locked
= Container Network Restriction Report — Restricted network address
= Container Object Rights Report
e Container
e Trustee
e Privilege
= Container Object Rights Tabular Report
e Container
e Trustee

e Rights




Container Object Summary Report

Container Object Summary Tabular Report

Container Password Setting Report

Container
Containers
Groups
Users
Volumes
Servers
Applications
Print servers
Printers
Print queues

Other

Container
Containers
Groups
Users
Volumes
Servers
Applications
Print servers
Printers
Print queues

Other

Container

Allowed to change password
Password required

Password minimum length
Password expiration date

Requires unique password

Report Types
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= Container Password Setting Tabular Report
e Container
e Allowed to change password
e Password required
e Password minimum length
e Password expiration date
e Requires unique password

= Container Property Rights Report

e Trustee
e Property
e Rights

= Container Trustee Report
e Trustee/Inherited mask
e Property
e Rights
O Profile Assessment
= Profile Creation Modification Tabular Report
e Profile
e Container
e Last modified on
e Created on
= Profile Description Report — Profile description
= Profile Identification Report
e Department
e Location
e Organization
e Other names

= Profile Object Rights Tabular Report

e User
e Trustee
e Rights




O Application Assessment

Application Creation Modification Tabular Report

Application
Container
Version

Last modified on

Created on

Application Object Rights Tabular Reports

Application
Trustee

Rights

Application Settings Tabular Report

Application

Container

Version

Install only

Run once

Force run if workstation
File path

Working path

Parameters

Report Types
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Template Assessment

Template Access Control Rights Report

e Trustee/Inheritance Mask

e Property

e Rights

Template Creation Modification Tabular Report
e Template

e Container

e Last modified on

e Created on

Template Description Report — Description
Template Equivalent To Me Report — Security equal to me
Template Group Membership Report — Group
Template Identification Report

e Department

e Fax

e Language

e Location

e Other name

e Telephone

o Title

Template Inheritance Mask Tabular Report

e Template

e Object/Property

e Rights

Template Login Settings Tabular Report

e Template

e Container

e Account disabled

e QGrace login limit

e Concurrent logins allowed

e Login expiration time




Report Types

Template Network Restriction Report — Restricted network address

Template New Object DS Rights Report

e Object

e Property

e Rights

Template New Object Self Rights Report
e Property

e Rights

Template New Object Trustee Report

e Trustee

e Property

e Rights

Template Object Rights Tabular Report
e Template

e Trustee

e Rights

Template Password Settings Tabular Report
e Template

e Container

e Requires password

e Requires unique password

e Allowed to change password

e Minimum password length

e Password expires on

Template Property Rights Report

e Trustee/Inheritance mask

e Property

e Rights

Template Security Equivalence Report — Security equal to
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O File System Trustee Assessment

File System Trustee Group by File Folder Report

e Trustee
e C(lass
e Rights

File System Trustee Group by Server Report
e File/Folder

e Trustee
e C(lass
e Rights

File System Trustee Group by Trustee Report
e Server name

e File/Folder

e Rights

File System Trustee Tabular Report

e Server name

e File/Folder

e Trustee
e C(lass
e Rights




