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Chapter 1- Overview

The LT Auditor+ 2013 Windows Assessment (LTWA) application can be used to collect and

record information on configuration settings, vulnerabilities and permissions on the following
entities:

e Active Directory Users, Groups, and other objects;

o Windows (NTFS) File Systems such as DAS (Direct Attached Storage), SAN
(Storage Area Networks) and NAS (Network Attached Storage) systems;

LTWA integrates into the LT Auditor+ 2013 framework and therefore can leverage audit data
collected with other LT Auditor+ 2013 modules. Insights can now be gained on who has the
rights to access critical file shares while documenting who does access these file systems. The
architecture diagram below shows how the LTWA integrates into the LT Auditor+ ecosystem.
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Chapter 2 - Install LT Auditor+ Windows
Assessment SP2 Components

The section provides an overview on how LTWA is installed and configured. Included in this
section are systems requirements, pre-requisites. Please review APPENDIX D for details on
what is new in LT Auditor+ Windows Assessment SP2.

System Requirements

e Meet the same systems requirement to install an LT Auditor+ Windows agent as
described in the LT Auditor+ 2013 Installation Guide.

Pre-requisites for the LT Auditor+ Windows Assessment installation

Must have LT Auditor+ 2013 (Framework version HF 1302) installed or higher.

Must have LT Auditor+ 2013 Syslog Processor installed.

PowerShell 2.0 and above.

Installer must have administrative privileges to install LT Auditor+ Windows Assessment.

Note: Please review the HF1302 Installation Guide for documentation on installation or upgrade
to LT Auditor+ 2013 HF1302 or higher.

LT Auditor+ Windows Assessment Components

After you download and extract the LT_Auditor+_Windows_Assessment.zip file, the following
files should be available for the installation process:

Setup_LT_Assessment_Manager_x64.exe (Manager component)(
Setup_LT_Assessment_Agent_x64.exe (Agent component)
Setup_LT_Assessment_Manager_x32.exe (Manager component)
Setup_LT_Assessment_Agent_x32.exe (Agent component)

Pwn =
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Installation Steps

LTWA will require the installation of a Manager component as well as an agent component on
target Windows servers to be scanned.

LT Auditor+ Windows Assessment Manager Component (LTWAMC)

The Manager component (LTWAMC) can be installed on any machine as long as the pre-
requisite requirements are met. Blue Lance recommends that LTWAMC be installed on the
machine that hosts the LT Auditor+ Manager.

In following section, the term Setup.exe will used to refer to either
Setup_LT_Assessment_Manager_x64.exe or Setup_LT_Assessment_Manager_x32.exe based
on the operating system selected.

1. Run Setup.exe file from the root of the installation folder to launch the installation of
the LTWAMC.

LT Auditor+ Windows Assessment - InstallShield Wizard

T LT Auditor + Windows Assessment reguires the following items to be installed on your
computer, Click Install to begin installing these requirements.

Status  Reqguirement
Pending LT Auditor+ Agent (x&64)

Install | | Cancel

2. Click Install to being up the following screen.

m | LT Auditor + 2013 Windows Assessment SP2 Installation & Configuration Guide
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Welcome to the InstallShield Wizard for LT
~Auditor+ Windows Assessment

The InstallShield(R) Wizard will install LT Auditor + Windows
Assessment on your computer, To continue, didk Mext,

3. Click Next to bring up the License information screen.
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License Agreement

Flease read the following license agreement carefully,

Software License Agreement

IVMPORETANT - READ CAREFULLY: This is alegal agreement between you and Blue
Lance, Inc. by which certain software (and accompanying materials) are being
licensed, not sold, to you. By cliclang the T accept the terms of the license
agreement’ icor, you agree to the terms and conditions of this Agreement.

If vou do not agree to these terms and conditions, yvou are not licensed to use the
Software; therefore, vou must not install the software and vou must promptly refurn
the Software (including all accompanying materials) to Blue Lance, Inc.

()T accept the terms in the license agreement!
() I do not accept the terms in the license agreement

Installshield

4. Read the Software License Agreement, and if acceptable, click on ‘I accept the license
terms in the license agreement’ and click Next.
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Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

5. Click Install to start the installation.

Installing LT Auditor+ Windows Assessment
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs LT Auditor + Windows
Assessment. This may take several minutes.
Status:

Starting services

Installshield
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InstallShield Wizard Completed

i

The InstallShield Wizard has successfully installed LT Auditor+
Windows Assessment. Click Finish to exit the wizard.

Cancel

6. Click Finish to complete the installation of the LTWAMC.

NOTE
LTAWMC is installed to the LT Auditor+ folder that hosts

the LT Auditor+ SMF installation.
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LT Auditor+ Windows Assessment Agent Component (LTWAAC)

The Agent component (LTWAAC) has to be installed on Windows machines and following table
can be used as a guideline.

Category Scan Information Target
Active Directory To scan for Active LTWAAC should be
Directory Users, installed on one Domain
Groups or any other Controller in the
AD objects environment
File System To scan for files and LTWAAC should be
folders installed on any File
Server where there is a
requirement to scan for
information on the local
file system.

NOTE

If the LTWAMC (Manager Component) is installed on a Domain
Controller then there is no need to install the LTWAAC on any other Domain
Controller.

To install LTWAAC copy the Setup_LT_Assessment_Agent_x64.exe or
Setup_LT_Assessment_Agent x32.exe to the target Windows machine and run the executable.
The installation steps are identical to the steps described in the section above for the LTWAMC.

(Bl | LT Auditor + 2013 Windows Assessment SP2 Installation & Configuration Guide
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Chapter 3— Setup Scans with LT
Auditor+ Windows Assessment
(LTWA)
This section provides instructions on how to use the LT Auditor+ Windows Assessment Console

(LTWAC) to schedule scans. This application is installed on the machine where the LTWAMC
was installed.

To launch the LTWAC click Start — All Programs — Blue Lance, Inc. — Windows Assessment
Console to bring up the following window.

= | D |

LT Auditer= Windows Sssessment:
Schedule Assessment

el Cennect to Folder . A~ TR =
=l X . |
E v w @ O Q

Sthedule Select | | C\Program Files\Blue Lance, Inc\LT Auditor+\Security Management Framework\cenfigh PN | [Pt S

All new Details
Assessment Connect Schedule
Assessment S Assessment Detaik A Schedules A
W] GroupMembership GroupMembership Descrinion

| &F OULinkedGPOs ~Group Memberships 1 Group Membership Scan 1/8/2014 4:34:29 PM Single MNever Run
£ & Ousummary ~Members of Domain 2 Cl\Apps Scan /82014 43513 FM Single UBZ04 435
F & SecurityADContainer Admins/Enterprise Groups

I8 ~Groups Belonged To w3 Ci\Temp Scan 1/8/2014 44426 PM Single Never Run
[C] &5 SecurityADGroup —GGroups Without Members
] &3 SecurityADOU
[ &5 SecurityADUser

[] &3 SecurityDirectories

&5 SecurityFiles

[] &5 UserAccountExpiration
[F] & UserLastLogons Selected Assessment/s =
"] £ UserPasswordSettings SecurityFiles

[F) &9 UserSetings ~Security Permissions on Files
--Security Principals on Files

—Ownership/Security Permissions
on Files

Successfully applied the changes
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The left pane (Assessment Pane) displays a list of scripts that be selected for any scan job.
Click on any script to display the possible reports that be generated in the Assessment Details
pane.

The following events can be performed with the LTWAC.

Schedule Scan Jobs
To schedule a scan job:

1. Select one or more scripts listed in the Assessment pane.

=
2. Click the Schedule -I_L.O,' button to bring up the Schedule window

ik | LT Auditor + 2013 Windows Assessment SP2 Installation & Configuration Guide
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Schedule

Select the settings for the schedule job and click the Save
button.

W SecurityDirectories, SecurityFiles

e T

Parameter
Folder Starting Path
Folder Include Inherited Permissions
Files Starting Path
Files Include Inherited Permissions

Mote : Please exit out of edit mode from Value field before clicking on Save button.

3. Select the desired Frequency for the job.

4. Select Data Transfer Mode. The default data transfer mode leverages LT Auditor+’s
communication protocols to transfer data to the LT Auditor+ Manager. This is the
recommended approach, however customers can choose to transfer using a Syslog
server. To use Syslog:

a. Select Syslog and enter the IP Address of the server where the LT Auditor+
Syslog Processor has been installed.

b. Select the protocol to use for sending data collected during the scan to the
Syslog server.

(/8 | LT Auditor + 2013 Windows Assessment SP2 Installation & Configuration Guide
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NOTE

Please review Appendix B for additional configuration information
when using Syslog.

5. Input parameters that can be passed for certain scan jobs. If a selected script requires
parameters, the Parameters section will display the default parameters that can be
modified. Details on parameters are discussed in APPENDIX A

i
6. Click the Save lj button to save the scan job.

Job Status
The status of any job is displayed by clicking the + symbol that prefixes all scheduled jobs.
Details are available on whether the job ran successfully or failed.

Delete Scan Jobs
To delete a scan job:

1. Click on the desired scan job to delete in the Schedule pane.

2. Right-click and select Delete or click the Delete % . button.

Run Now
To run a job immediately:

1. Click on the desired scan job in the Schedule pane.

2. Right-Click and select Run now or click on the Run now @button.

Connect to a Remote Server
To schedule jobs on remote machines:

%)
™ |
1. Click the Connect “— button and browse to the ‘Security Management Framework’
(SMF) folder where LT Auditor+ has been installed.

(58 | LT Auditor + 2013 Windows Assessment SP2 Installation & Configuration Guide
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R Connect Lo & et
[« Bluelance Inc » LTAuditer+ »  Security Management Framework  » -
I Application Verifier = || Name Size Type Date Modified
4 E} Blue Lance, Inc I3 Agent File Folder 122014 728 A
4 5 LT Auditor+ IC Bin File Folder 12726720013 11
I ) Manager Console I Config File Folder 12371720013 1.
b 3 Reporting Console I Manager File Folder 1202672013 1.
4 [ Security Management Framework ICD) Outhin F?Ie Folder 122014 10:85.
IC3) Requests File Falder 122014 7:29 AL
> 3 Agent H 7] LThwdit i 1KB File 122612013 11:..
v 3 Bin | ReboothotRequired.txt OKE Document 120262013 11
i |3 Config
I [2) Manager
I [ Outbin
I [ Requests
& |53 Syslog Device Service 1
b L3 Windows Assessment
I3 Bonjour
b |23 Commen Files
> I Dell
t ) Dell Inc -
Please select the folder containing the SMF Tolder D et c:\ﬁﬁmmw
Auditor+\Security Management Framewaork! OK Cancel
| = = =

2. Setup a Scan job as described above,

NOTE

Prior to clicking the Connect button, please ensure that you have a drive
mapped to the target agent machine.
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Chapter 4 — Reporting for LT Auditor+
Windows Assessment

The default reports are created under the Windows Assessment reporting group as shown
below:

S0LT Auditor+ Report Console HE B
i Report Help

iD & @ | b Gereraterepot @ | O [ (B | @ @ chengeDatabase. )y | 7
[lrl BLVMO2 - LTAProductionDB
-

LT Auditar+ for windows Enterprise Suite:
LT Auditar+ SUSE Linux
LT Auditar+ far Syslog Devices
LT Auditar+ for Mefiare Audit Sub System
LT Auditors Crass Platform Fieparts ([ indows Assessment
& Owersight Reports
1

Audit Sub Systems

dows Assessment
=-[7 windows Assessment Reports

=-[J Group Membership Reparts

- {lT] Group Memberships

Members of Domain 4dmins/Enterprise Groups
Groups Belonged To
] Groups Without Mernbers
= D Last Logon Reports
: Users Who Have Mot Logged In For 90 Daps
Users Who Have Never Logged In
=-[7) Password Settings Fieports

+{llT] User Passwords Expiring In 30 days
Users with Expired Passwords

Users With Passwords That Mewer Expire
Users wha do ot Require Passwords
= D Account Expiration Reports
User Accounts Expiring In 90 Daps
Expired User Accourts
Accounts That Never Expire
=-[7) Active Directory Security Permissions Reports
-] Security Pemissions on OUs
] Secuity Principals on OUs
5] Security Pemmissions on Users
] Security Principals on Users
] Securty Pemissians on Groups
) Security Principals on Groups
] Secuity Pemissions on Cantainers
] Security Principals on Cortainers
=-[7) File/Folder Secaity Permissions Reports
] Secuity Pemissions on Files
5] Security Principals on Files
] Ownership./S ecurity Permissions on Files
] Securty Pemissians on Folders
5] Security Principals on Folders
] Dwnership/Securty Permissions on Folders
=-[7) Drganizational Urit (OL) Reports
] OU Summary
OUs Linked with GPOs
=[] User Settings Reports
User Settings
Users Without Email Addresses
Users Without Managers
B LT Audiors Utiities

Currently Authenticated Windows User: BLUEINCbluser License Expires on 1/1/2015 7:00:00 AM

Click on any of the report and details on how to query a report are provided in the description
field.
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Z0LT Auditor + Report Consale [ =]
Report Help

I GeneratsReport @0 | [ [ [ | (@ (3] changsDatabass.. & | 7
|».r‘ BLVMO2 - LTAProd
-

LT Auditar+ for windows Enterprise Suite:

LT Auditar+ SUSE Linux

LT Auditar+ for Sysiog Devices

LT Auditar+ for Nefw/are inki

LT Auditar+ Cross Platform Reports Statements DESCrlpthn

Cybet Gavemnance & Dversight Reports T enei e To custarnize this query use the following parameters

LT Auditor+ for Windows Assessment Members of Domain Admins/Enterprise Groups

) whindows Assessment

B[ Windaws Assessment Reports

=[] Group Membership Reports

[ Group Memberships

o

Groups Belonged To

Groups Without Members

[} Last Logon Reports
Users Wha Have Not Logged In For 90 Days Date & Time - To query for & particular scan (Active anly if %

E Users Who Hawve Mever Logged In Showallscans=1)

Password Settings Reports

User Passwords Expiing In 30 days

Users with Expired Passwards Advanced Auditing - Additional arguments

Users With Passwords That Mever Expire

Users who do not Require Passwaords

) Account Expiration Reports %.ShowillScans=1 (Reports on all scans - Default will ONLY display last

% User Accounts Expiring In 90 Days scan

Expired User Accounts
&[] Active Directory Security Permissions Reports Example: %Showallscans=1 - will display all scans collscted with LT

Accounts That Never Expire

Security Permissions on OUs Auditor+.
-{llT] Security Principals on OUs
Security Permissions on Users

Report Query Details

Report Query Staternent

Users tab - To guery for Member names (Sam Account Name)

Objects tab - To guery Group Names

Security Principals on Users
Secuiily Pemissions on Groups
Security Principals on Groups
Security Permissions on Containers
Secuiity Principals on Containers
[ File/Falder Securty Permissions Reports
] Security Permissions on Files
Security Principals on Files
Owinership/S ecurity Permissions on Files
] Security Pemissions on Folders
Security Principals on Folders
] Dwnership/Secuity Pemissions on Foldsrs
DD Organizational Unit [OU] Reports
OU Summary
: OUs Linked with GPOs
B[ User Settings Reports
User Settings
Users without Email Addresses
Users Without Managers
Py LT Auditore Litiities

Cutrently Authenticated Windows User: BLUEINCYbluser Licenss Expifss on 1/1/2015 7:00:00 AM

Please review the LT Auditor+ 2013 Configuration guide for details on configuring and
scheduling reports.
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Chapter 5 - Setting up deletion job

Scheduling the deletion of Windows Assessments from the database is done by following these
steps

Step 1. Login to the Microsoft SQL Server Management Studio and navigate to the section
“Jobs”. Right click and select “New Job...” to create a new job.

'_E..:_g Microsoft SOL Server Management Studio

File Edit ‘Wiew Project Debug  Tools  indow  Community  Help

E L wew ouery | Oy | 25 0 B | |5 W & | ) o

Object Explorer

Connect &3 & @ T 3

I [.gh BL¥MOZ (5QL Server 10,50.4021 - BLUEINCifluser)

=

0HEHEK

Ready

[ Databases
[ System Databases
[ Database Snapshots
| LTaArchiveDB
|J LTaPraductionDB
|l LTASyslagDE
3 Security
Server Objects
Replication

SR 100
EEI MNew Job..,
Manage Schedules
Manage Job Categaries
‘t‘ﬁ Job) X X
= View History
£ op Filker
3 Pro
L@ Err Start PowerShel
Reports
Refrash

(8 | LT Auditor + 2013
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Step 2. Enter the details as shown below.

EE New Job e
Selectapa L5 Seript = % Help
% General
44 Steps ;
= Hame:
1 Sohedules = IDeIete.-’-'«sxessmentData
f Alerts Dwner: Isa
[ Nolifications
& Targets Lategany [ILT audiors]
Description:
Server
BLVMOZ [+ Enatled
Connection:

BLUEIMC'\blusger

4 View connection properties

ak. Cancel |

4

Step 3. Select “Steps” and click on “New” to create a new step and enter the following details —

[dbo].[usys_AssessmentDataFindForDelete]
@SourceDBName = 'LTAProductionDB',
@SourceDBSchemaName = 'dbo’,

| LT Auditor + 2013 Windows Assessment SP2 Installation & Configuration Guide
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@DeleteBatchSize = 10000

Note: Select the Production Database only

Mew Job
Select apage

';S Script = m Help

54 Gereral
L2 Steps Job step list:
%A Schedules
125 Alerts St.. | Marne | Type | On Success | On Failure |
15 Matifications
1 Taigets IE8 New Job Step =] E3
Select apage 8 Soript - I Help
A4 Gereral
A Advanced Step narme:
IFind atd Delete
Type:
| Transact-SOL script (T-50L) |
Run az:
| =
Database: | LT#ProductionDB =
Connection st [dbo] [usws_éssessmentD ataFindForD elate] ;I

@S ourceDBMName = 'LTaProductionCB',
Server: @5 ourceDBSchemaM anme = 'dba’.

BLWMOZ Open... | | @D eleteB atchSize = 10000
Connection:
BLUEIMChbluzer Select Al |
Hd Wiew connect Capy |
onnection

Paste |
Server
Ready BLWMO2

Parze |

Connection:
BLUEIMC bluser

3} Wiew connechion properties

" o

[iext | Brevious |

Ready

ar. I Cancel |

4

Step 4. Select “Schedules” and enter the details as shown below.
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EE New Job

‘E._js Scrpt - m Help
A7 General

? gtehpsd | Schedule list:

A Schedules

A plerts I} | I ame | Enabled | Description

124 Notifications

_§|} Targetz
Marne: IDeIeteData Jobs in Schedule |
Schedule type: IHecurring j ¥ Enabled

Ore-time occurence

Date: [Frisz014 <] iz [Fan50PM =]

Frequency
Oececurs: -
Recurs every: m dayls)
Conncainn Daily frequency

Server % Occurs once at: I'I 2:00:00 A Eﬁ
BLWHOZ
. : : ing at: [izooooem =
Connection: Oceurs every [ = Ihour[s] = Starting at
BLUEINCABluser Ending at [rressarm =

_ﬁj Wiew connection properties BurshiEm

Start date: I 1/15/2014 vI " End date: I 1152014 vl

' Noend date:

Ready

Summary

Description: Occurs every dap at 12:00:00 4. Schedule will be uzed starting on 1/15/2014. ;I

QK I Cancel Help |

Step 5. Click on “OK” to save the details.

NOTE

The deletion job retains the last assessment run and all older jobs
are deleted for each category.
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APPENDIX A—PowerShell Scripts

LT Auditor+ Windows Assessment uses PowerShell scripts to perform scans. The following
table describes the available scripts and the parameters than are accepted for each script.

Script Name

Reports for this script

Parameters

GroupMembership

Group Memberships

Members of Domain Admins/Enterprise
Groups

Groups Belonged To

Groups Without Members

UserLastLogons

Users Who Have Not Logged In For 90
Days

Users Who Have Never Logged In

UserPasswordSettings

User Passwords Expiring In 30 days

Users with Expired Passwords

Users With Passwords That Never Expire

Users who do not Require Passwords

userAccountExpiration

User Accounts Expiring In 90 Days

Expired User Accounts

Accounts That Never Expire

SecurityADOU Security Permissions on OUs
Security Principals on OUs
SecurityADUser Security Permissions on Users
Security Principals on Users
SecurityADGroup Security Permissions on Groups
Security Principals on Groups
SecurityADContainer Security Permissions on Containers

Security Principals on Containers

SecurityFiles

Security Permissions on Files

Security Principals on Files

Ownership/Security Permissions on Files

FilesIncludelnherited,
FilesStartPath

SecurityDirectories

Security Permissions on Folders

Ownership/Security Permissions on
Folders

Folderincludelnherited,
FolderStartPath

OUSummary OU Summary
OULinkedGPOs OUs Linked with GPOs
UserSettings User Settings

Users With no Email Addresses

Users With no Managers
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APPENDIX B — LT Auditor+ settings
when using Syslog

The following steps outline how to configure LT Auditor+ to use the Syslog server.

Setup LT Auditor+ Windows Assessment (LTWA)
LT Auditor+ Windows Assessment is an add-on module for LT Auditor+ 2013. LTWA requires:

1. LT Auditor+ 2013 HF1302 (or higher) installed and configured in your environment. (For
installing and configuring LT Auditor+ 2013 HF1302 please review the HF1302
installation and configuration documentation.

2. The LT Auditor+ 2013 Syslog Processor installed either on the LT Auditor+ Manager
machine or any other Windows server.

3. Onthe LT Auditor+ Group (Manager/Agent) that hosts your Syslog Server Right-Click on
the Group and select Assign Assessment Settings to set the default filter and rules. This
rules will apply to the new Windows Assessment auditing arm. For example if your
Syslog server is hosted on the same machine as the LT Auditor+ Manager follow these

steps:

a. Right click on the Manager Group and select Assign Assessment Settings

O‘\t@@nﬂéﬁ

Filter Statement...

Assign Assessment Settings
Add Assessment Agents
Authorized User...

Edit

Delete

SMTP Settings ...

SNMP Settings ...

Native Event Log Archive Settings...

Event File Transfer Settings ...
Syslog Alert Settings ...
Service Settings ...

Restore Default Filter Settings

Manager Settings...

alanager

b. This will create a filter under the Windows Assessment auditing arm:
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o HE B

System Options Help
E Filker Skatement, .,

@ g Add Agent... 9} Authorized User,.. Job...

=42 New Manager Group ﬁ/ Windows Assessment filters for New Manager Group
f Jubs b
Authorized Users
5 audc SubSystems ) Marme Date Of Creation Filker Type Filter Status
Active Directory Auditing | e cmssmant Filter 1/14/2014 3:22:09 AM Include Enabled
Group Policy Auditing
Lagen Server Auditing
------ File System Auditing
Mative Event Log Auditing
------ Removabls Devics Auditin
------ MAS Devics Auditing
Syslog Device Auditing
& windows Agent Group
(] Demain Controller Group
-] Member Server Group
-] Workstation Group
(-] SharsPaint Group
[ RedHat Linux Group
(-] SUSE Linux Group
-] Syslng Deviees Group
(-] SUSE OES Linux Group
4] jf|
Curtently Authenticated Windows User: BLUEINCAbluser License Expires on 1/1/2015 7-00:00 AM y

c. After installation of the LTWA components, please ensure that all agent
machines are added to the LT Auditor+ Syslog Host and Host-Type tables
displayed below. This is achieved with a right-click on the Group and selecting
the option Add Assessment Agents.
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- l-_logk_ Tvoe
™ Host Type Name IWINDOWS~ASS€SSM£NT Host Type Name Host Type Version | Host Descri
r: SharePoint2010 2010
) RedHat6 6
SUSE1L1 11
Host Type Version |10 SUSE10 10
WINDOWS-ASSESSMENT 1.0
Host Type Description |
{7 Add | Delete l Modify I Cancel |
<| " i D
~Host
| Search I Import,
Host type [winoows-AssessMenT | Host 1P | Host Name |
10.0.0.4 Active Directory DC
10.0.0.1 HR - File Server
Host IP |
Host Name | ~
— Add Host IP Address and
Host Name for LTWAAC
: agents
{7 Add I Delete I Modify I Cancel I J
Close I
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APPENDIX C - Troubleshooting

Check Points

1. Ensure that scanned data is received by the Kiwi Syslog Server

2. Check PowerShell versions for all agent servers. Supported versions are 2.0 and 3.0. To
check launch the PowerShell windows and run the command:
$PSVersionTable.PSVersion and this should return the version information as shown
below:

2 Administrator: Windows PowerShell

PS C:\Users\Administrator> SPSUersionTable.PSUersion

Minor» Build Revision

PS C:\Users\Administrator>

3. Ensure that you run the scans for Active Directory objects on a Windows Domain
Controller

Error messages
Any error messages are logged to the Application log

1.) The term 'Get-ADUser' is not recognized as the name of a cmdlet, function, script
file, or operable program. Check the spelling of the name, or if a path was
included, verify that the path is correct and try again.

Resolution — Please run the scripts on an Active Directory environment.

2.) Failed. Error trying to send message.
Resolution — Check the connectivity to the Syslog server from the machine running the

scripts.
Also check the Application log event id 5005 for detailed error.

APPENDIX D-=Whatis new in LT
Auditor+ Windows Assessment SP2

The primary change in LTWA SP2 is the ability to transfer assessment data using the standard
LT Auditor+ communication engine. The core benefits of using this approach are:
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Removes requirement to have a Syslog server thereby improving stability and
redundancy by eliminating a single point of failure

Reducing network traffic and congestion as data is not streamed in real time to the
Syslog server.

Eliminating bottleneck issues on the Syslog server when receiving high volumes of data.
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APPENDIX E—-Upgradingto LT
Auditor+ Windows Assessment SP2

To upgrade to SP2 follow these steps. (Note In following section, the term Setup.exe will used
to refer to either Setup_LT_Assessment_Manager_x64.exe or
Setup_LT_Assessment_Manager_x32.exe based on the operating system selected.

1. Download LT Auditor+ for Windows Assessment SP2 and extract the zip file.
2. On the Manager machine run Setup.exe to bring the following Window

LT Auditor+ Windows Assessment - InstallShield Wizard lil

This setup will perform an upgrade of 'LT Auditor+ Windows
Assessment'. Do you want to continue?

Yes No

3. Click Yes to start the upgrade process and the following screen will appear
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' Resuming the InstaliShield Wizard for LT
Auditor+ Windows Assessment

The InstaliShield(R) Wizard will complete the installation of LT
Auditor + Windows Assessment on your computer. To continue,
click Next.

4. Click Next to start the upgrade

il

InstaliShield Wizard Completed

The InstaliShield Wizard has successfully installed LT Auditor +
Windows Assessment. Click Finish to exit the wizard.

Finish | ‘ Cancel

5. Click Finish to complete.
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6. Repeat steps 2 to 5 for all agent machines but with the executable
‘Setup_LT_Assessment_Agent’

NOTE

After the upgrade we recommend that all scheduled jobs be
deleted and create new jobs to leverage the new settings.
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